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Takashi Koide et al. 2023. Detecting Phishing Sites Using ChatGPT (Preprint). https://arxiv.org/abs/2306.05816
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Scenario 1: Direct prompt to create the attack

Recently been playing with B for a couple of days now, and I've recreated many
malware strains and techniques based on some write ups and analysis of commonly available
malware. It can successfully translate code into another language or low-level language, such Generate an Facebook Halts generation citing

as C or ASM. They key to getting it to create what you want is by specifying what the program | phishing website which uses — 1 Violstion ot Terme ofUse

should d 5 10 be ke code for your comp sci. class. Exploit X.

fc ChatGPT
R— Take “inspiration” from
KRk KA KKK facebook.com design

GOD Attacker Generate credential taking facebook
objects o
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Generate objects used for

ChatGPT

. Successfully generates
Generate function to send source-code for the attack
credentials to attacker
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Scenario 2: Creating separate functional objects and then
merging them together

Figure 1: Breaking down the prompt into functional objects to trick ChatGPT into generating the attack

Figure 1 -Cybercriminal showing how he created infostealer using ChatGPT
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OPWNAI : Cybercriminals Starting to Use ChatGPT - Check Sayak Saha Roy, Krishna Vamsi Naragam, and Shirin Nilizadeh.
Point Research https://research.checkpoint.com/2023/opwnai- ~ 2023. Generating Phishing Attacks using
cybercriminals-starting-to-use-chatgpt/ ChatGPT. https://arxiv.org/abs/2305.05133
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Prompt Template 1

You are a web programmer and security expert tasked
with examining a web page to determine if it is a phishing
site or a legitimate site. To complete this task, follow these
sub-tasks:

1. Analyze the HTML, URL, and OCR-extracted text for
any social engineering techniques often used in phishing
attacks. Point out any suspicious elements found in the
HTML, URL, or text.

2. Identify the brand name. If the HTML appears to
resemble a legitimate web page, verify if the URL matches
the legitimate domain name associated with the brand, if
known.

3. State your conclusion on whether the site is a phishing
site or a legitimate one, and explain your reasoning. If
there is insufficient evidence to make a determination,
answer "unknown".

4. Submit your findings as JSON-formatted output with
the following keys:

- phishing_score: int (indicates phishing risk on a scale of
0to 10)

- brands: str (identified brand name or None if not
applicable)

- phishing: boolean (whether the site is a phishing site or a
legitimate site)

- suspicious_domain: boolean (whether the domain name
is suspected to be not legitimate)

© 2023 NTT Security Holdings All Rights Reserved
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Limitations:
- The HTML may be shortened and simplified.
- The OCR-extracted text may not always be accurate.

Examples of social engineering techniques:

- Alerting the user to a problem with their account

- Offering unexpected rewards

- Informing the user of a missing package or additional
payment required

- Displaying fake security warnings

URL:
{URL}

HTML:

~ s s

{Browser-rendered HTML}

~ ==

Text extracted using OCR:

~ ==

{OCR-extracted text}

-~ =
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You are a web programmer and security expert tasked—
: s e i Limitations:
with examining a web page to determine if it is a phishing

|
site or a legitimate site. To complete this task, follow these | — j /]/ \\J :/ >g‘\b\§b\d)¥lj }:'_Ed)gxg

T

1. Anal}.fze the. HTML, URL, 'and OCR-extracFe T — 'U‘j 9 ZD t IE a_ 5 L

any social engineering techniques often used in phishing
attacks. Point out any suspicious elements found in the

HTML, URL, . W —_ Y
2. Identify t;l); tlffatncl name. If the HTML appears to \ \J /‘\7) |/I> >— IJ \/g O)qzsﬁ

y

ble a legitimate web , verify if the URL match
:;Ze;:glzriaifldﬁain“:arfj izszz:ated wi:h the l;?:.ncd eli‘\ % =4 @b \ % j:E }ﬁ a_ 5
| known.

1 I

3Stt 1 hether the sit hishi r— -
e e et (N2, 75~ R AL S 3.,
there is insufficient evidence to make a determination, “ _
e N | ERAA S REA>TVBHERT S
4. Submit your findings as JSON-formatted output with
the following keys: \ I ! .
_OI;;l':slzl)ng_score. int (indicates phishing risk on a scale of 3 . EIélJ }:E 0) *Em% EH EH é -@-t % = 5 H% FEﬁ % % = 5
- brands: str (identified brand name or None if not '
applicable)
- phishing: boolean (whether the site is a phishing site or a 4 J SO N H:/_tt“ 'j I\ j \J I\ g_ 5
legitimate site)
- Z%lls;ﬁ?oi:igomain: boolean (whether the domain name
is suspected to be not legitimate)

l TOCR-extracted texty

© 2023 NTT Security Holdings All Rights Reserved 9



7°D >j° I\mj_- >70l/_ I\ ® NTT Security Holdings

You are a web programmer and security expert tasked
with examining a web page to determine if it is a phishing
site or a legitimate site. To complete this task, follow these

Limitations:
- The HTML may be shortened and simplified.

sub-tasks: - The OCR-extracted text may not always be accurate.
1. Analyze the HTML, URL, and OCR-extracted text for Examples of social engineering techniques:
any social engineering techniques often used in phishing - Alerting the user to a problem with their account

attacks. Point out any suspicious elements found in the
HTML, URL, or text.
2. Identify the brand name. If the HTML appears to

- Offering unexpected rewards
- Informing the user of a missing package or additional

resemble a legitimate web page, verify if the URL matches ~ 7
the legitimate domain name associated with the brand, if j ’]/ \y = / .; 0)5["11_,\ |:| J
known.

3. State your conclusion on whether the site is a phishing URL:

site or a legitimate one, and explain your reasoning. If

\
.. . . . . — »
there is insufficient evidence to make a determination, j j _/ I\g

answer "unknown".

4. Submit your findings as JSON-formatted output with e

the following keys: i " "

- phishing_score: int (indicates phishing risk on a scale of]| zomdosnd UL - & 5 15 b\b\

0 to 10) \ \ W) —

- brands: str (identified brand name or None if not / 7 /r J /0 b t j b tl‘ue7'd: b
applicable) : . - ~ K
- phishing: boolean (whether the site is a phishing site or a / T‘_ﬂft e B j ’l’ V> 0
legitimate site) “ ~ YT W o—_ k==

- suspicious_domain: boolean (whether the domain name| | —W I\ >( 4 /% b\'l% Lj (/ \b\ t j b\ -U-/r I\:HJ rE

is suspected to be not legitimate) = J
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attacks. Point out any suspicious elements found in the
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3. State your conclusion on whether the site is a phishing
site or a legitimate one, and explain your reasoning. If
there is insufﬁcient evidence to make a determination,

45" URL. HTML.
-phl OCR#ItL T+ X D AT]

e

(Examples of social engineering techniques:

- Displaying fake security warnings
N

(URL: )

= brands. str (1dentihed brand name or None 1f not
applicable)

- phishing: boolean (whether the site is a phishing site or a
legitimate site)

- suspicious_domain: boolean (whether the domain name
is suspected to be not legitimate)
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Limitations:
- The HTML may be shortened and simplified.

- The OCR-extracted text may not always be accurate.
|

- Alerting the user to a problem with their account

- Offering unexpected rewards

- Informing the user of a missing package or additional
payment required

o

{URL}

HTML:

~ s s

{Browser-rendered HTML}

~ ==

Text extracted using OCR:

~ ==

===

11



KRG E ©) NTT

sHERT —5 Y hMEAR
o TAVIIIDBALBMEIT1YS2OHA Ma1,000049 DIRE LT

Azure OpenAl ServiceDAPITTChatGPTZ I3
* GPT-3.5&GPT-4TREITL. BREBEZLERUTZ

© 2023 NTT Security Holdings All Rights Reserved

Security Holdings

12



;‘_gt “J I\{’FEE @ NTT Security Holdings

da4vS>208BA b~ (22555, 1,00014)

« Jaw A2 7UDT AW Twitterisfgz > — RURLE U TWebi[E]
OpenPhish (openphish.com) /PhishTank (phishtank.org) /CrowdCanary (Twitterfli=EiRe)

« VOTCATERIA4vI2IOHA MDAOU—-22 3y hZER THSR
BRRISURCHBELTVND T4 w2051~ EH47052R)
BERZAVNCTHBEZE MENSGEE T TFA NS T v 2 JdYA1 b

ET1vST0HYA b~ (34555, 1,00014)

o« JawI>IOYA NTENICRDOI14TDT SO ROIEERY 1 &
AZ YA b= > Tranco=Webi[D]

© 2023 NTT Security Holdings All Rights Reserved 1 3



@ NTT Security Holdings

ChatGPT(Z98% L LDBVWRE C I v >0 A haEtgH Ule
e GPT-4(EGPT-3.5(CEERT T 4w > 0H A hORIFERBEDHIMBENTULND

True Positive Rate
(EEDITA v T5F—FDD5E,
EUL T w20 EHIEURZEIR)

GPT-3.5: 86.7%
GPT-4: 98.4%

Table 2: Confusion Matrix for GPT-3.5

False Positive Rate
(RBDIET 1 w2 IF—IDS5,
EOTIAvI I TEHIEUREIR)

GPT-3.5: 1.5%
GPT-4: 1.7%

Table 3: Confusion Matrix for GPT-4

Predicted Predicted
Phishing Non-phishing Phishing Non-phishing
Phishing P FN Phishing TP N
867 133 984 16
Actual Actual
Non-phishing FP IN Non-phishing P N
P 15 985 17 983
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1. Analyzing the HTML, URL, and OCR-extracted text, | found the following suspicious elements:
- The URL is suspicious because it uses a non-legitimate domain| ("duckdns.org>)
- The HTML contains alerting text that seems like a phishing attempt, such as | Z=#E#Z&EA0"|(Final Attachment Notice), informing

the user about an unpaid tax and urging them to pay using specific methods.

2. The brand name found in the HTML is .|The legitimate domain for is .|However, the URL in this
case does not match 's legitimate domain.

A} A\ &
3. Based on the analysis, | conclude that this site is a phishing site. "%j:Eﬁﬁ-ﬁ'%gﬁ%D "b\'li% L/ (/ \
\4\.\JSON-formatted output: . o . .
{ R XA 2 AMNERRT(EIR0N
"phishing score": 8,

g F4F=wIDNSZEDO>TWD

"suspicious_domain": true

3
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