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Background and Technical Challenges

As digital transformation progresses, protecting the electronic identities and assets managed by
individuals has become critical. With current services on the market, users cannot verify whether

security is adequately ensured.
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On a premise or in a user’s terminal,
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Customers can verify hardware-level security themselves.

AEICT 7 LR TEL WV, o 3iRREELT RS

Difficult to access, or troublesome if the device is lost
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In case of using cloud
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no choice but to entrust various devices and people involved.
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Easy access from anywhere
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Customers can verify hardware-level security themselves.
ETHHLTHEICT 7 X TETER

Easy access from anywhere
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—f= Carrier cloud / Public Cloud
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Software runs in a Trusted Execution Environment on the CPU
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Certificate demonstrating hardware-level security
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Secure connection via SE/SIM in user devices
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Software that handles important electronic information

R&D Goals and Outcomes

By making it possible to verify data protection at the hardware security level, users can benefit from
the service with peace of mind without compromising convenience.

Key Technologies

Core Technologies

« Hierarchical integration of secure devices
within the cloud enables verification of
overall system security

« Secure devices on communication
terminals enable safe connection to the
cloud

Use Cases

Public Services and Local Governments ‘ R&D phase

Key Differentiators

» Stepwise security proofs enable users to

verify the integrity of the software

« No modifications to the application are

needed for safety proofs

« By developing a safety verification

method, one can avoid extending
connection times when using the service
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Technology Schedule FY25-26

[Exhibitors]
NTT Network Service System Laboratories

[Contact]
Network Architecture Project

‘ Commercialization Schedule

FY27-29
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[Related Links]
https://www.rd.ntt/e/ns/inclusivecore.html
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