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Preface

This report summarizes cybersecurity trends during FY2022, along with 

related activities of NTT Social Informatics Laboratories and the NTT 

Group companies.

We hope this report will help increase readers’ awareness of cyber-

threat trends and efforts undertaken by the NTT Group to ensure safety 

and security in their services and systems against these threats.

November 2023

NTT Social Informatics Laboratories

Katsuhiko Suzuki,

Vice President

* This report contains information and cites URLs that were valid in FY2022. 

In some cases, content or link information may have changed or been deleted.

* Names of products, services, organizations, etc., appearing in this document are 

trademarks or registered trademarks of their respective companies or institutions.

* R marks, TM marks (marks that abbreviate "trademark"), and other marks related to 

the registration of goods and services may be omitted. This omission is not meant 

to disrespect the registration mark in any way.
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Introduction to NTT-CERT

NTT Social Informatics Laboratories is providing technical support to strengthen the security of the NTT 

Group through NTT-CERT, the CSIRT (Computer Security Incident Response Team) of the NTT Group, and 

the outcomes and knowledge from its security research.
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Overview of NTT-CERT Activities

NTT-CERT was established in 2004 as the NTT Group's CSIRT.

It aims to capture security information as quickly  as possible to establish preventive measures and 

minimize the impact to the NTT Group as a whole.

External institutions 

(FIRST, NCA, etc.)

Public security information, intelligence 

information gathering, investigations into 

rumors on social media, etc.

Response 

when damage 

is incurred

What the CSIRT does

Collection and analysis of information on 

vulnerabilities and attacks, and early 

detection of problems

Prompt communication of information 

to the right people in the right places

inside and outside the company, and 

provision of professional support

Accumulation and utilization of 

know-how on security 

operations
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・Security SE

・Security education

・Provide information for 

vulnerability verification

・Provide information on 

undisclosed vulnerabilities

・Incident reporting

・Detection of 

information leakage

・Incident response and 

support

・Sharing of case studies

Training, etc. Information sharing, 

analysis and investigation
Open consultations Response and support

Supporting the NTT Group in each phase

NTT Group Companies

Risk management

Preventing and minimizing damages

Collection and 

sharing of 
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Overview of Security Research Activities

From prevention to detection and incident response, NTT-CERT supports the group companies and 

develops technologies to strengthen security operations in a consistent manner. 

Damage minimizationPrecautionary measures

Incident responseDetectionPrevention

Field support

R&D missions

Technical support for responses 

in business based on security 

diagnosis results, and for the 

introduction of blacklisting and 

log analysis methods, etc.

On-site technical support for 

acquiring analysis targets and for 

applying technical measures

Technical support for the 

building of verification facilities 

and implementation procedures 

in the business environment

Security product evaluation

NTT-CERT evaluates the 

functionality, performance, and 

vulnerability of new 

technologies/products, etc., and 

reports on the measures needed 

for the appropriate use of the 

technologies/products, etc.

Threat-based penetration

Testing technology

NTT-CERT establishes the 

technology needed to check and 

inspect systems for 

vulnerabilities from an attacker's 

point of view.

Security diagnosis

NTT-CERT periodically scans 

and analyzes the websites of 

group companies for tampering, 

vulnerabilities, and any gaps in 

their defenses, and formulates 

countermeasures if problems are 

found.

Provision of blacklists

NTT-CERT rolls out blacklists 

built by research laboratories 

(updating blacklists owned by AV 

vendors, etc.) to group 

companies, thereby contributing 

to blocking attacks.

Applying forensic analysis to 

malware

While responding to security 

incidents, NTT-CERT establishes 

methods for analyzing deeper 

problems (AP/system logs, 

malicious programs, etc.) that are 

difficult for companies to 

uncover, and continuously 

carries out maintenance and 

upgrading to keep up with 

technological changes.

Security information analysis

NTT-CERT collects information 

related to security on the Internet 

and undisclosed information 

from security vendors, performs 

comprehensive analysis on the 

information, and shares the latest 

updates.

Security Operations 

for NTT Group 

Companies
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1 The State of Cybersecurity (Executive Summary)

In Chapter 1, we will describe the security trends in the fiscal year ended March 31, 2023 (FY2022), 

while providing a summary of the information contained in this report.
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The biggest topics in FY2022 were the interstate conflicts, such as between Ukraine and Russia and 

between the United States and China, and generative AI. In particular, as the war between Ukraine and 

Russia becomes prolonged, hybrid warfare continues, including direct cyberattacks, information warfare 

(fake news using AI technology, etc.), and cyberattacks by both the Ukrainian and Russian hacktivists. 

Attacks on Japan, such as KillNet, also occurred. In U.S.-China relations, the conflict has deepened mostly 

over the restrictions and bans on Chinese companies, and the tightening of regulations on TikTok by the 

West.

In the area of information security, the year also saw further expansion of the impact of cyberspace, such as 

the intensified attacks on virtual currencies, the development of generative AI services after the release of 

ChatGPT and the emergence of their risks, the collapses of FTX and Silicon Valley Bank, stricter regulations 

on GAFAM, and problems due to the Twitter takeover and specification changes.

Turning to security trends in Japan, FY2022 was a year that saw the re-emergence of Emotet with new attack 

methods, targeted ransomware attacks (attacks on medical institutions, in particular), an increase in 

phishing attacks (an increase in fake websites of government offices, in particular), and a number of large-

scale incidents in critical infrastructure. The number of issues related to inappropriate use of social media 

has also risen, such as multiple arrests of those who posted videos of unhygienic behavior recorded in 

restaurants and defamation of people involved in those crimes.

(1) Major disruption of social infrastructure occurred frequently, especially with the impact spreading to 

various services due to large-scale failures in mobile services such as KDDI, which advanced 

discussions on measures against large-scale communications network failures.

(2) Sophisticated targeted email attacks (re-emergence of Emotet in particular) and ransomware attacks 

targeting medical institutions occurred frequently in Japan, leading to significant attention to supply 

chain issues.

(3) With the increase in people working from home, attacks on network devices with vulnerable settings,

such as VPN devices, have increased, becoming a major gateway for targeted attacks.

(4) As in the previous fiscal year, unauthorized access to websites, falsification, and large-scale information 

leaks were reported.

(5) An increase in phishing and search services leading to fake websites was seen, especially a number of

fake websites for government agencies reported.

As for the NTT Group, large-scale failures occurred in some NTT Group companies, significantly impacting 

society as a whole. In addition, with an increasing number of phishing e-mails purporting to be from the NTT 

Group, NTT Group companies issued alerts several times. While strengthening the activities for IOWN, NTT 

EAST and WEST launched the pilot services. Regarding the group organization, we promoted the 

reorganization of overseas corporate services, mainly for NTT Data, and the merger of DOCOMO, NTT 

Communications, and NTT COMWARE.

In Chapter 2, we will organize and analyze trends based on articles, reports, and other information related to 

security incidents.

In Chapter 3, we will report on the activities of NTT-CERT and the NTT Group to address security incidents, 

including specific examples where applicable.

In Chapter 4, we will report topics and technological trends related to cybersecurity.
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Worldwide Cybersecurity Cases2
In Chapter 2, we first summarize security incidents that occurred in FY2022. We then report on 

the results of analyzing incidents that became noteworthy topics of discussion.
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1. Summary Report of Cases (Chronological Table)

First Quarter (April-June 2022)

Second Quarter (July-September 2022)

• A large-scale failure occurred in KDDI's mobile service in July, affecting various social infrastructures that use the 

service. In addition, massive disruption occurred in NTT West's FLET'S service in August and Rakuten Mobile in 

September. Discussions were later held on guidelines for responding to large-scale communications infrastructure 

failures (publication standards, switching between carriers, etc.).

• A ransom attack (LockBit 3.0, penetration route: SSL-VPN) was launched against the information systems of elementary 

and junior high schools in Minamiboso City, causing problems such as being unable to distribute report cards.

• A business e-mail scam against a Toshiba overseas subsidiary was reported.

• The FBI warned of fraud using fake cryptocurrency apps.

• Eighteen companies, including Amazon Web Services and Splunk, launched an open-source project to detect 

cyberattacks.

• Personal information of 250,000 individuals stored by Cybax Univ., a RiskMonster corporate training service, was made 

searchable on Google due to an AWS misconfiguration.

Third Quarter (October-December 2022)

• The NISC, Financial Services Agency, and National Police Agency issued alerts about attacks on crypto assets by the 

North Korean cyberattack group Lazarus.

• The source code of the e-commerce website services provided by Showcase was tampered with, resulting in 

information leaks on multiple company sites.

• Global turmoil occurred, such as the collapse of FTX and attacks on crypto assets.

• The Ministry of Defense and the Self-Defense Forces officially joined the activities of the NATO Cooperative Cyber 

Defence Centre of Excellence.

• ChatGPT was released in November and has become popular quickly. While it is expected to be used in various 

industries, discussions were held on how to address the AI risks, such as inaccurate information, information leaks, 

copyright issues, and use for fraud and cyberattacks.

• The Nippon CSIRT Association released CSIRT Human Resources Development Ver 1.0.

Fourth Quarter (January-March 2023)

• Anonymous launched a DDoS attack as a protest against the eviction of homeless people from a public park in Shibuya 

Ward.

• Unauthorized viewing of customer information of other companies at electric power companies was discovered.

• Twitter banned third-party apps and decided to charge for APIs, affecting various linked services.

• Due to the automatic emergency call function of smartphones, many unintended emergency calls were made in snowy 

mountains and other places. The Fire and Disaster Management Agency and local governments issued alerts.

• A vulnerability in OneNote was reported, and attacks exploiting it (Emotet, etc.) were confirmed.

• Many prank videos recorded in restaurants were posted on social media, turning into bigger problems, such as arrests 

and defamation of people involved in the crimes.

• The Fujitsu FENICS service suffered a cyberattack exploiting an edge router setting error, resulting in communications 

information leaks.

• Silicon Valley Bank went bankrupt, revealing the risk of a sudden bank run panic caused by information sharing 

through social media and online money withdrawal.

• The Ministry of Economy, Trade and Industry revised its Cybersecurity Management Guidelines by reflecting recent 

cyberattack trends, such as supply chain and control system risks.

• Attacks exploiting a vulnerability in Spring Framework were reported, and alerts were issued.

• State and private cyberattacks associated with the Ukraine-Russia conflict and the results of thwarting these attacks 

were presented.

• Cyberattacks by North Korea on online games and virtual currencies were reported. It is believed that the earned profits 

were used as funds for missile development.

• Many fake websites purporting to be those of government offices were created and ranked high in search results by 

SEO, and alerts were issued.

• Support for Internet Explorer ended on June 16, and the switch to the Edge browser was promoted.

• A USB memory stick containing data on residents of Amagasaki City was temporarily lost when it was taken out of the 

office without following regulations.

• Administrative action was taken against Metaps Payment for the leakage of credit card information in the previous 

fiscal year. (Their privacy mark was later revoked on January 27, 2023.)
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Major NTT Group security-related reports in FY 2022 

The main security-related trends in the NTT Group in FY2022 are listed below.

・Large-scale failures occurred in some NTT Group companies, significantly impacting society as a whole.

・ With an increasing number of phishing e-mails (including smishing) pretending to be the NTT Group, NTT Group 

companies issued alerts

several times.

・ While strengthening the R&D system and cooperation with external parties for IOWN, NTT EAST and WEST launched 

the pilot services.

・ Following the establishment of a new security company in 2021, we made some efforts to strengthen the NTT Group,

which creates new value, such as reorganizing overseas corporate services, mainly for NTT Data, and merging

DOCOMO, NTT Communications, and NTT COMWARE.
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2. Summary of Security Topics

Summary

In this section, we analyze the following four themes, covering important topics from 2022.

❶ Trends of Governments

❷ Major Vulnerabilities

❸ Cyberattacks

❹ Other Issues

Trends of Governments1

We present here trends among governments in 2022.

【1】Promoting measures against supply chain threats

【2】Promoting clarification of significant threats

【3】Promoting measures against fake news

【4】Promoting online child protection measures

【1】Promoting measures against supply chain threats

Advisories and guidelines were issued to help companies take concrete measures against supply chain

threats.

Regarding software supply chain threats, guidelines were issued to help companies develop policies.

May 2022: Joint Advisory to Protect MSPs and their Customers1

October 2022: NCSC Guidance on How to Assess Measures Against Supply Chain Attacks2

February 2022: Guidelines for Supply Chain Security Enhancement3

Alert (AA22-131A)

〈URL〉
https://www.cisa.gov/uscert/ncas/alerts/aa22-131a 

■This advisory recommends the following security measures and operational controls to be 

implemented:

On May 11, 2022, CISA, NSA, FBI, and the cybersecurity authorities*¹ of the U.K., Australia, 

Canada, and New Zealand released a joint advisory*² to protect MSPs and their customers.

 Prevent initial compromise. Enable/improve monitoring and logging 

processes.

 Enforce multi-factor authentication (MFA). Manage internal architecture 

risks and segregate internal networks. Apply the principle of least 

privilege.

 Deprecate obsolete accounts and infrastructure. Apply updates.

 Backup systems and data.

 Develop and exercise incident response and recovery plans.

 Understand and proactively manage supply chain risk.

 Promote transparency.

 Manage account authentication and authorization.

Joint advisory to protect MSPs and their customers1

＊1 NCSC-UK、ACSC、CCCS、NCSC-NZ

＊2 「Alert (AA22-131A) Protecting Against Cyber Threats to Managed Service 

Providers and their Customers」
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■The guidance includes the following:

 Examples of bad relationships built between organizations and their 

suppliers, and description of how attackers launch supply chain 

attacks

 Definition of key steps for developing measures against 

supply chain attacks and expected effects

 Additional notes to the principles of supply chain 

security (issued by NCSC in 2020)

Announcement by NCSC-UK

〈URL〉
https://www.ncsc.gov.uk/collection/assess-supply-

chain-cyber-security

■The key steps in developing measures against supply chain attacks are presented in five stages.

 The five stages are “Before you start,” “Develop an approach to assess supply chain cyber security,” “Apply the 

approach to new supplier relationships,” “Integrate the approach into existing supplier contracts,” and 

“Continuously improve.”

■On October 12, 2022, NSCS, the U.K.’s cybersecurity authority, released the guidance

“How to assess and gain confidence in your supply chain cyber security” to assess organizations’

measures against supply chain attacks.

In response to an increase in supply chain attacks, NCSC-UK released new guidance to

assess organizations’ measures against supply chain attacks.

 This guidance describes practical steps to assess cybersecurity more 

appropriately and helps organizations gain confidence and assurance 

that measures against supply chain attacks are in place.

NCSC Guidance on How to Assess Measures Against Supply Chain Attacks2

｢Key steps for developing measures against supply chain attacks」

〈URL〉
https://www.ncsc.gov.uk/files/Assess-supply-chain-cyber-security.pdf 

■On February 4, 2022, NIST released documents based on the President’s Executive Order EO 14028

issued in May 2021.

NIST issued guidelines for enhancing secure software development and software supply 

chain security.

 Section 4 of EO 14028 calls for NIST to publish guidance based on existing standards, tools, and best practices 

for enhancing software supply chain security.

Guidelines for Supply Chain Security Enhancement3

2. Summary of Security Topics ー ❶ Trends of Governments
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Announcement of the release of documents 

by NIST

〈URL〉
https://www.nist.gov/news-events/news/2022/02/nist-is

sues-guidance-software-iot-security-and-labeling 

＊1 Indication of security quality standards

 The released five documents are as follows:

 Software Supply Chain Security Guidance

 NIST SP800-218: Secure Software Development Framework 

(SSDF) Version 1.1

 Recommended Criteria for Cybersecurity Labeling*¹ for 

Consumer Internet of Things (IoT) Products

 Recommended Criteria for Cybersecurity Labeling of 

Consumer Software

 Consumer Cybersecurity Labeling Pilots: The Approach and 

Contributions

【2】Promoting clarification of significant threats

To promote the clarification of significant threats, the U.S. published various lists including exploited

vulnerabilities, incidents that caused serious damage, and frequently used malware strains to help

companies prioritize and take security measures.

The list of exploited vulnerabilities (Known Exploited Vulnerabilities Catalog) is now available and updated

as necessary.

Critical incidents were picked out, and their analysis results were released.

February 2022: Known Exploited Vulnerabilities Catalog1

April 2022: Analysis of Significant Cyber Incidents List2

The analysis results of the most used malware strains in the previous year (2021) were also released.

August 2022: 2021 Top Malware Strains3

BOD 22-01

〈URL〉
https://www.cisa.gov/binding-operational-directive-22-

01 

■On November 3, 2021, CISA issued Binding Operational Directive (BOD 22-01), based on the President's

Executive Order EO 14028, issued in May 2021.

CISA continues to update its listed catalog of known exploited vulnerabilities, to which 32

vulnerabilities were added in February 2022.

 To protect government agency networks from active threats, BOD 22-

01 has published the Known Exploited Vulnerabilities Catalog, a list of 

known exploited vulnerabilities, and requires vulnerabilities to be fixed 

by the deadline.

 The catalog lists 383 vulnerabilities from its release date of November 

3, 2021, to February 2022.

 The catalog is updated as necessary under 

the following conditions:

Known Exploited Vulnerabilities Catalog1

 CVE IDs are assigned.

 The vulnerability is actually exploited.

 A clear fix for the vulnerability is available, such as an update. 
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■On April 14, 2022, the media outlet The Hacker News analyzed the Significant Cyber Incidents list 

published by the Center for Strategic and International Studies (CSIS)*¹.

An analysis of CSIS's Significant Cyber Incidents list pointed out that state-led 

cyberattacks were particularly noticeable against the backdrop of the invasion of Ukraine.

 This list chronologically lists significant cyber incidents since 2006.

Analysis of Significant Cyber Incidents List2

 It covers cyberattacks on government agencies and defense and high-tech companies, or financial crimes with 

damage of more than one million US dollars.

 Against the backdrop of the invasion of Ukraine, several cyberattacks 

have been reported in the past few months, and those backed by state 

actors are prominent.

 The number of major incidents in January 2022 doubled compared to 

the same month the previous year.

 The malware problem grows worse, including an increase in 

malware distribution through software updates, the 

packaging of malware with other threats targeting specific 

organizations, and the weaponization of malicious software.

 Disruptive malware, such as HermeticWiper, is spreading not 

only to Ukraine but also to other regions of the world.

Significant Cyber Incidents list

〈URL〉
https://csis-website-prod.s3.amazonaws.com/s3fs-

public/220527_SignificantCyberIncidents.pdf 

＊1 Center for Strategic and International Studies

■CISA*¹ and ACSC*² announced the top malware strains observed in 2021.

On August 25, 2022, CISA and ACSC provided details on the top malware strains observed 

in 2021. Most of them have been in use for more than five years, and their respective code 

bases have evolved into multiple variations.

2021 Top Malware Strains3

Malware name
Active 

since
Malware type Description

Agent Tesla 2014 RAT Steals information from emails, FTP servers, clipboards, etc.

AZORult 2016 Trojan Steals information from compromised systems.

FromBook 2016 Trojan
Steals authentication information from browser, etc., using key 

logging.

Ursnif 2007 Trojan Banking Trojan that steals financial information. Also known as Gozi.

LokiBot 2015 Trojan Trojan that steals sensitive information.

MOUSEILAND 2016 Macro downloader Downloads other payloads.

NanoCore 2013 RAT Steals authentication information and takes control of webcams.

Qakbot 2007 Trojan
Banking Trojan that performs reconnaissance, steals information, 

and downloads payloads.

Remcos 2016 RAT
Sold as a legitimate remote management tool but used for 

exploitation.

TrickBot 2016 Trojan Multi-stage malware that forms botnets.

GootLoader 2020 Loader Manipulates search engine results to increase infection rate.

＊1 Cybersecurity and Infrastructure Security Agency

＊2 Australian Cyber Security Centre

2. Summary of Security Topics ー ❶ Trends of Governments
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【3】Promoting measures against fake news

Awareness has been raised of false information found online.

The U.K. established new rules to regulate fake reviews on e-commerce websites. The U.S. also warned of 

deepfake abuse by showing some examples.

April 2022: U.K.'s Announcement of New Rules on Fake Reviews1

June 2022: FBI's Warning of Deepfake Abuses2

Announcement by the U.K. government

〈URL〉
https://www.gov.uk/government/consultations/reforming

-competition-and-consumer-policy/outcome/reforming-

competition-and-consumer-policy-government-

response 

■These rules are incorporated into the U.K. consumer protection law, which will be officially announced

in May 2022.

■Under the rules, websites posting reviews are required to confirm that they are legitimate. 

The new rules also prohibit paying people for writing fake reviews.

On April 20, 2022, the U.K. government announced new rules to strongly protect the rights 

of consumers. Tough penalties are imposed on companies that publish fake reviews on e-

commerce websites.

 Violations may result in fines of up to 10% of sales.

 The Competition and Markets Authority was empowered to impose 

monetary penalties directly on companies that fail to comply with the 

rules. The aim is reportedly to increase the speed of enforcement.

U.K.'s Announcement of New Rules on Fake Reviews1

■The new rules also penalize companies that try to make it difficult

for consumers to cancel subscription contracts.

 Companies are required to provide clear information to consumers 

before they enter into subscription contracts and ensure that 

consumers can terminate their contracts in a simple, cost-effective, 

and timely manner.

■On 28 June 2022, the FBI's IC3 announced that there have been reports of deepfake voices being used in

online interviews for remote work positions. IC3 also confirmed cases where stolen personal

information is used to apply for jobs.

The FBI’s Internet Crime Complaint Center (IC3) warned of deepfakes being used during 

online job interviews.

 In some cases, the actions and lip movement of the person seen 

interviewed on-camera do not coordinate with what is presented 

visually.

 The positions identified in these reports include information 

technology, computer programming, database, and software related 

job functions. Some reportedly include access to users' personal 

information, financial data, corporate IT databases, and/or proprietary 

information.

FBI's Warning of Deepfake Abuses2

■In the deepfake session held at RSA Conference 2022 on June 7, 

2022, ESET assumed a future where attackers use deepfakes as 

services and pointed out the risks by showing how they cheat 

insurance companies and bypass login authentication.

FBI warning

〈URL〉
https://www.ic3.gov/Media/Y2022/PSA220628 
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Major Vulnerabilities

Summary

2

The following describes the major vulnerabilities that emerged in 2022.

【1】Key vulnerabilities

【2】Current vulnerability status

【1】Key vulnerabilities

In 2022, there were multiple reports of significant vulnerabilities that could cause a wide range of effects,

such as Follina, a vulnerability in Microsoft support diagnostic tool MSDT, and ProxyNotShell, a zero-day

vulnerability in Microsoft Exchange Server.

Dirty Pipe—Linux kernel vulnerability1

CVE-2022-22965—Spring4Shell vulnerability2

Follina—Microsoft Support Diagnostic Tool MSDT vulnerability3

Report on Dirty Pipe

〈URL〉
https://dirtypipe.cm4all.com/ 

■On March 7, 2022, Max Kellermann of web hosting company Ionos reported Dirty Pipe

(CVE-2022-0847), a vulnerability found in the Linux kernel 5.8 or later.

Dirty Pipe (CVE-2022-0847), a vulnerability in the Linux kernel, was reported. This leads 

to privilege escalation because unprivileged processes can inject code into root 

processes.

 This vulnerability allows overwriting data in arbitrary read-only files, which leads to privilege escalation 

because unprivileged processes can inject code into root processes.

Dirty Pipe—Linux kernel vulnerability1

2. Summary of Security Topics ー ❷ Major Vulnerabilities

Patches released for zero-day vulnerabilities in Microsoft Exchange Server4

OWASSRF bypasses ProxyNotShell mitigations5

 Since the flags member of the new pipe buffer structure was not 

properly initialized in the copy_page_to_iter_pipe and push_pipe

functions of the Linux kernel, there were some possibilities of old 

values remaining.

 Dirty Pipe is similar to Dirty Cow (CVE-2016-5195), which was 

announced in October 2016, but is easier to exploit.

 The fixed Linux versions were released on February 23, 

2022, and the fix patch was merged into the Android kernel 

on February 24, 2022.

■On March 10, 2022, CISA recommended reviewing the Dirty

Pipe vulnerability and updating the Linux kernel.
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■On March 31, 2022, VMware published an RCE vulnerability in Spring Framework.

VMware announced information about CVE-2022-22965, a remote code executable 

vulnerability in Spring Framework. It is called Spring4Shell.

 This vulnerability was reported to the company late at night on March 29, 2022. The reported attack scenario 

requires the following prerequisites for a successful attack:

CVE-2022-22965—Spring4Shell vulnerability2

 JDK9 or higher

 Apache Tomcat as the Servlet container

 Packaged in WAR format

 spring-webmvc or spring-webflux dependency

 If the application is launched from a SpringBoot jar, which is the 

default, it is not vulnerable to the exploit. There could be other 

conditions affected by this vulnerability.

 On the same day, VMware released versions that contain fixes for the 

vulnerability.

 On April 8, 2022, security firm Trend Micro reported that they 

observed an attack by the Mirai botnet, exploiting this vulnerability.

Announcement on the official Spring 
website

〈URL〉
https://spring.io/blog/2022/03/31/spring-framework
-rce-early-announcement 

■On May 27, 2022, nao_sec, a security research team in Tokyo, tweeted that they found a 

malicious Word document uploaded to Virustotal. The document uses the Word remote 

template feature to retrieve a malicious HTML file, which uses the ms-msdt Office URI 

scheme to execute PowerShell.

On May 30, 2022, a security researcher*¹ released technical information on a zero-day 

RCE vulnerability called “Follina,“ found in Microsoft Office support diagnostic tool 

MSDT*².

Follina—Microsoft Support Diagnostic Tool MSDT vulnerability3

＊1 Mr. Kevin Beaumont

＊2 Microsoft Support Diagnostic Tool

 This vulnerability executes a code remotely when MSDT is called

using the URL protocol from a calling Office application. The CVSS

base score is 7.8.

 The workaround is to change the registry and disable the MSDT URL 

protocol.

 MSDT is called even when the Office macro is disabled.

 No patch was available as of May 30, and the vulnerability 

was fixed on June 14.

 A zero-click proof of concept (PoC) code exists.

Follina logo

〈URL〉
https://doublepulsar.com/follina-a-microsoft-office-
code-execution-vulnerability-1a47fce5629e 

■On May 30, 2022, Microsoft assigned CVE-2022-30190 to 

the vulnerability and published guidance, including a 

workaround. The details of the vulnerability are as follows:

■On November 8, Microsoft released fix patches for two zero-day vulnerabilities*¹ in Microsoft 

Exchange Server for which mitigations were announced in September 2022.

On November 8, 2022, Microsoft released fix patches for two zero-day vulnerabilities in Micr

osoft Exchange Server for which mitigations were announced in September 2022.

Patches released for zero-day vulnerabilities in Microsoft Exchange Server4

＊1 Also known as ProxyNotShell
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Release of patches

〈URL〉
https://msrc-blog.microsoft.com/2022/09/29/custo
mer-guidance-for-reported-zero-day-vulnerabilities-i
n-microsoft-exchange-server/ 

 These vulnerabilities affect Microsoft Exchange Server 2013, 2016, and 2019.

 CVE-2022-41040: Server-Side Request Forgery (SSRF) vulnerability

 CVE-2022-41082: A vulnerability that allows Remote Code Execution 

(RCE) when PowerShell is accessible to the attacker.

 Authenticated access to Exchange Server is required to exploit 

these vulnerabilities.

 In August 2022, Microsoft confirmed that a single group, possibly 

sponsored by the state, launched a small number of targeted attacks 

using these vulnerabilities against Exchange Server.

 In September 2022, the company also received a report on the 

vulnerabilities from Vietnamese company GTSC through Trend Micro 

and started an investigation.

 GTSC announced the exploit of the vulnerabilities on 

September 28, and Microsoft announced the mitigations on the 

following day.

OWASSRF

〈URL〉
https://www.crowdstrike.com/blog/owassrf-exploit-
analysis-and-recommendations

■ On December 20, 2022, CrowdStrike reported OWASSRF, a new attack technique that targets

Microsoft Exchange Server, discovered during the investigation into Play ransomware intrusions.

Security firm CrowdStrike reported OWASSRF, a new attack technique that targets 

Microsoft Exchange Server and bypasses the ProxyNotShell mitigations.

 The company explained that OWASSRF first exploits CVE-2022-41080, 

a privilege escalation vulnerability at the OWA*¹ endpoint, and 

accesses the remote PowerShell for Exchange Server. Then, it 

exploits CVE-2022-41082 and performs arbitrary code execution.

OWASSRF bypasses ProxyNotShell mitigations4

 CVE-2022-41080: Microsoft Exchange Server privilege escalation 

vulnerability, CVSSv3 Base Score: 8.8, Patch release date: November 

8, 2022

 CVE-2022-41082: Microsoft Exchange Server RCE vulnerability,

CVSSv3 Base Score: 8.8, Patch release date: November 8, 2022

 OWASSRF exploits CVE-2022-41082, one of the two ProxyNotShell

vulnerabilities, but does not launch an SSRF (server-side request 

forgery) attack, which exploits the other vulnerability 

CVE-2022-41040. For this reason, it bypasses the ProxyNotShell

mitigations provided by MS.

＊1 Outlook Web Access: Web mail service (Outlook Web App)

2. Summary of Security Topics ー ❷ Major Vulnerabilities
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■On February 14, 2022, security companies Risk Based Security and Flashpoint released the 2021 Year

End Vulnerability QuickView, a report on vulnerabilities in 2021.

The number of vulnerabilities disclosed in 2021 reached a record high of 28,695. The 

number significantly increased in the second half of the year, and research on 

vulnerabilities has seen recovery from the COVID-19 pandemic setback.

Record-high number of vulnerabilities disclosed in 20211

 In 2021, 28,695 vulnerabilities were disclosed, the highest on record.

 At the halfway point of the year, 2021 saw about 400 more vulnerabilities than 2020, but the difference grew to 

over 3,500 by the end of the year. This could be because researchers' initiatives on vulnerabilities are 

recovering from the restrictions in effect during the COVID-19 pandemic.

Transition of the number of vulnerabilities

〈URL〉
https://pages.riskbasedsecurity.com/2021-year-end-
vulnerability-report 

【2】Current vulnerability status

Regarding the vulnerability status, the number of disclosed vulnerabilities reached a record high in 2021,

and some reported that vendors were getting quicker at addressing vulnerabilities.

Research on malicious PoCs shared on GitHub and MITRE's CWE Top 25 Most Dangerous Software

Weaknesses were also published.

The community-driven database inTheWild was invented as a new means to check exploited vulnerabilities.

This is expected to allow anyone to easily access information on exploited vulnerabilities.

Record-high number of vulnerabilities disclosed in 20211

Vendors are now quicker at fixing vulnerabilities2

2022 CWE Top 25 Most Dangerous Software Weaknesses3

10% of PoCs shared on GitHub are malicious4

inTheWild provides information on exploited vulnerabilities5

 Of the vulnerabilities disclosed, 4,108 were remotely exploitable. By 

focusing on addressing these vulnerabilities, organizations potentially 

reduce the workload on vulnerabilities by nearly 86%.

 Meanwhile, 29% do not have a CVE ID, while an additional 4% have a 

CVE ID assigned but are in RESERVED status. This means that no 

actionable information about the vulnerability is yet available in the 

NVD.

■Project Zero reported a total of 376 vulnerabilities to vendors. As a responsible disclosure policy, 

vendors have 90 days to fix the vulnerability and ship a patched version to the public in general. A 14-

day grace period is also allowed.

On February 10, 2022, Google's Project Zero team reported that it took less time for 

vendors to fix vulnerabilities than before, according to the report by the team during the 

period between January 2019 and December 2021.

Vendors are now quicker at fixing vulnerabilities2

 Linux open-source programmers fixed vulnerabilities in 25 days on average. Meanwhile, Apple took 69 days, 

Microsoft 83 days, Google 44 days, Adobe 65 days, Mozilla 46 days, and the total average was 61 days.
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Vendor response status

〈URL〉
https://www.researchgate.net/publication/36443828
6_How_security_professionals_are_being_attacked_A
_study_of_malicious_CVE_proof_of_concept_exploits
_in_GitHub

 It took 80 days on average to fix vulnerabilities in 2018, but it was 

significantly accelerated to 52 days in 2021. The number of vendors 

that failed to fix vulnerabilities before the deadline of 104 days 

decreased, and only one vulnerability exceeded its fix deadline in 

2021.

 Responsible disclosure policies have become the de-facto standard in 

the industry, allowing vendors to quickly respond to vulnerability 

reports.

 Vendors have learned best practices from each other, as there has 

been increasing transparency in the industry.

The CWE Top 25

〈URL〉
https://cwe.mitre.org/top25/archive/2022/2022_cwe
_top25.html 

■The CWE Top 25 Most Dangerous Software Weaknesses lists critical vulnerability types that are 

highly likely to be exploited by attackers in rankings. First and second places remained unchanged 

from a year ago. SQL Injection (CWE-89) jumped to third from sixth in the previous ranking.

On June 28, 2022, MITRE released the CWE Top 25 Most Dangerous Software 

Weaknesses*¹. The most dangerous weakness was CWE-787 (Out-of-bounds Write), the 

same as the previous year.

 The list is developed based on the analysis of a total of 37,899 CVE 

records in the past two years acquired from the National Institute of 

Standards and Technology (NIST) National Vulnerability Database 

(NVD) and CISA's Known Exploited Vulnerabilities (KEV*2) Catalog.

 The top five are as follows:

2022 CWE Top 25 Most Dangerous Software Weaknesses3

 1. Out-of-bounds Write (CWE-787)

 2. Cross-site Scripting (CWE-79)

 3. SQL Injection (CWE-89)

 4. Improper Input Validation (CWE-20)

 5. Out-of-bounds Read (CWE-125)

＊1 2022 CWE Top 25 Most Dangerous Software Weaknesses

＊2 Known Exploited Vulnerabilities

■The team found the following reasons why vendors were able to 

fix almost all of the vulnerabilities and accelerate their patch over 

the past three years:

Number of malicious PoC repositories

〈URL〉
https://www.researchgate.net/publication/36443828
6_How_security_professionals_are_being_attacked_A
_study_of_malicious_CVE_proof_of_concept_exploits
_in_GitHub

■On October 15, 2022, a team of researchers at the Leiden Institute of Advanced Computer Science in

the Netherlands reported that not all PoCs are trustworthy.

About 10.3% of PoC repositories shared on GitHub for known vulnerabilities discovered 

between 2017 and 2021 were found to be malicious.

 Of the 47,313 PoC repositories shared on GitHub for known vulnerabilities discovered between 2017 and 2021, 

4,893 were found to be malicious, which accounts for 10.3% of the total.

10% of PoCs shared on GitHub are malicious4

 It was confirmed that they tried to exfiltrate data from the system or 

install malware on the system.

 The team used the GitHub API to find and collect repositories 

containing the PoCs of CVEs assigned during the investigation period 

and verified them using the following three methods:

 IP address analysis: Check the used public IP address against the 

public blacklist.

 Binary analysis: Check the hashes of EXE files, which can run on 

Windows systems, with VirusTotal.

 Payload analysis: Decode the obfuscated payloads and check the 

malicious behavior.

2. Summary of Security Topics ー ❷ Major Vulnerabilities
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■On October 27, 2022, security firm Team Cymru introduced the inTheWild website, which provides 

information on vulnerabilities with known or published exploits.

The inTheWild website is operated as a useful tool for quickly grasping vulnerabilities 

with known or published exploits, and for addressing such vulnerabilities.

inTheWild provides information on exploited vulnerabilities5

 This community-driven website sets out the following policy:

Information on vulnerabilities with known 
exploits

〈URL〉
https://inthewild.io/feed 

 The community collects information from various information 

sources and researches it. Information is also provided by 

Google, Microsoft, and Apple.

 Any user can obtain information through the RSS feed from 

this website or Twitter, use the GitHub database updated 

every hour, and get the exploited vulnerability list through 

the API.

 There are tens of thousands of vulnerabilities disclosed each year. 

Only a handful of them will ever be exploited. Triaging vulnerabilities 

is hard, one thing is easy though: if you know something is actively 

exploited inTheWild you have to move within hours. We believe that 

exploitation information is about safety and it should be easy to 

access and not be behind paywalls.
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2. Summary of Security Topics  ー ❸ Major Cyberattacks

Major Cyberattacks

Summary

3

Some of the most notable cyberattacks of FY2022 are listed below.

【1】Changes and trends of cyberattacks

【2】Ransomware trends

【1】Changes and trends of cyberattacks

Starting in 2022, VBA macros contained in files obtained online are blocked by default, and the TTP of

attackers has changed accordingly. Phishing attacks using AiTM or operator voice guidance were seen,

and there were many malware strains written in cross-platform languages.

Changes in TTP due to disabled VBA macros1

AiTM phishing attacks bypass multi-factor authentication2

Cross-platform malware3

Social engineering tactics of BazarCall attacks4

The number of attacks exploiting Google ads has also increased, including those against Indian 

government agencies.

MasquerAds exploits Google Ads5

Attack by APT36 against Indian government agencies6

There were also reports of activities by groups that conduct cyberattacks as a service.

Hack-for-hire groups conduct cyberattacks as a service7

Growth of hack-for-hire business 8

■On July 7, 2022, security firm Fortinet reported new droppers that have been seen since the second 

quarter of 2022.

Since Microsoft's announcement that VBA macros will be disabled by default, some 

changes have been seen in the TTP of threat actors, and malware distribution using LNK 

and ISO files has also been confirmed.

 They used Excel 4.0 macro files, LNK files, and ISO files, and their involvement with the Emotet, Qbot, IcedID, 

and Bumblebee malware families was confirmed.

Changes in TTP due to disabled VBA macros1
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■On July 28, 2022, security firm Proofpoint reported that 

Microsoft‘s announcement that macros would be blocked by 

default in Office has caused threat actors to start using a new 

TTP.

 More container files, such as ISO and RAR, and more LNK files have 

been used in malware distribution campaigns, and the use of VBA and 

Excel 4.0 macros dropped by about 66% between October 2021 and 

June 2022.

 There was also a slight increase in attacks using HTML attachments 

to deliver malware.

Changes in the use of VBA macros and 
container files

〈URL〉
https://www.proofpoint.com/us/blog/threat-insight/
how-threat-actors-are-adapting-post-macro-world 

■On August 2, 2022, security firm Zscaler reported that there has been a surge in large-scale phishing 

attacks targeting corporate users of Microsoft's email services since June 2022.

Phishing attacks using the AiTM technique, which bypasses multi-factor authentication, 

were reported. Using compromised emails, the attackers launched additional phishing 

attacks.

AiTM phishing attacks bypass multi-factor authentication2

 On August 9, 2022, the firm announced that the same attacker launched phishing attacks against corporate 

executives who use G Suite, a Gmail service for business.

■To bypass multi-factor authentication, both attacks used the 

AiTM (Adversary in The Middle) technique, which steals session 

cookies that prove authenticated sessions.

 Attackers set up a phishing website that functions as a proxy server, 

luring victims to the website. Then, the website relays 

communications with the legitimate website to steal IDs, PWs, and 

session cookies.

 The attackers compromised the emails of corporate executives in 

phishing attacks using the AiTM technique and then sent phishing 

emails.

AiTM phishing process
〈URL〉

https://www.proofpoint.com/us/blog/threat-insight/
how-threat-actors-are-adapting-post-macro-world 

■On September 1, 2022, security company Redacted reported the findings on the BianLian ransomware 

group that uses a new ransomware strain written in the Go language.

In September 2022, there was a report on three malware strains written in a language 

that supports multiple platforms, such as Windows and Linux.

Cross-platform malware3

 BianLian exploits the ProxyShell vulnerability in Windows Exchange Server and gains initial access. After 

intrusion, it uses the LOL*¹ methodology to move laterally.

■On September 22, 2022, Broadcom's Symantec reported a new TTP of Coreid, an attacker who 

provides the Noberus ransomware written in the Rust language as RaaS.

 Noberus is seen as the successor to the Darkside and BlackMatter

ransomware families.

Chaos infection chain

〈URL〉
https://blog.lumen.com/chaos-is-a-go-based-swiss-
army-knife-of-malware/ 

■On September 28, 2022, security company Lumen Technologies

reported that they discovered an attack using Chaos, new malware

written in the Go language.

 Chaos functionality includes the ability to check the host environment, 

run remote shell commands, load additional modules, automatically 

propagate through stealing and brute forcing SSH private keys, and 

launch DDoS attacks.

＊1 Living off the Land
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■On October 6, 2022, security firm Trellix published an article about the social engineering tactics used

in BazarCall attacks.

Security firm Trellix published an article about the social engineering tactics used in 

BazarCall attacks by breaking the attack flow into three phases. 

 A BazarCall attack combines a phishing email and operator voice guidance to urge victims to open a website 

containing BazarLoader and infect them with a malicious program.

Social engineering tactics of BazarCall attacks4

■The firm breaks down the attack flow into three phases and 

explains them using an example.

 First, the attacker sends a phishing email to the victim. In the example, 

a billing email for purchase or renewal of a product or subscription 

says that voice guidance support is available and contains an invoice 

number so that the attacker can identify the victim.

 Then, the victim calls the attacker mentioned in the email. 

In the example, the attacker poses as a customer center staff 

member and says that the email received by the victim is spam. The 

attacker then redirects the victim to a fake security website to infect 

the victim with BazarLoader.

 Finally, the attacker runs BazarLoader to steal information or 

money and install additional malware.

Attack flow illustration

〈URL〉
https://www.trellix.com/en-us/about/newsroom/sto
ries/research/evolution-of-bazarcall-social-engineeri
ng-tactics.html

■On December 28, 2022, security company Guardio reported 

MasquerAds, a new technique of exploiting Google Ads to 

redirect users to phishing websites managed by attackers.

MasquerAds, a new technique to exploit Google Ads, was 

reported. It exploits the reliability and targeting feature of 

Google search results to redirect targets to phishing 

websites.

 MasquerAds exploits the reliability and targeting feature of Google 

search results.

MasquerAds exploits Google Ads5

 The victim's search results include a text ad for a harmless website 

prepared by the attacker on a mediation server.

 If the click ID, location information, and device information generated 

when the victim clicks on the ad match those of the attacker's target, 

the mediation server redirects the victim to the phishing website.

MasquerAds flow

〈URL〉
https://labs.guard.io/masquerads-googles-ad-words
-massively-abused-by-threat-actors-targeting-organi
zations-gpus-42ae73ee8a1e 

 The threat actor Vermux also used MasquerAds.

 The actor prepared hundreds of domains, harmless websites, and 

phishing websites on mediation servers mostly set up in Russia and 

launched attacks, such as cryptocurrency mining and theft, against 

residents of the U.S. and Canada.

■On November 3, 2022, security company Zscaler reported an attack by APT36*¹ using a new 

information extraction tool called Limepad. APT36 is a Pakistan-linked threat group targeting 

employees of government organizations in India.

New malware Limepad was discovered in an attack by Pakistan-linked APT36 against 

Indian government officials.

Attack by APT36 against Indian government agencies6

＊1 Also known as Transparent Tribe

2. Summary of Security Topics  ー ❸ Major Cyberattacks
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 The group consists of Russian-speaking members. It has been active 

since 2019 and involved in a variety of businesses on a request basis, 

ranging from stealing information from email services to offering 

corporate network hacking.

 In 2022, the number of businesses targeting Russian-related 

industries in various countries tended to be higher, particularly 

stealing access to email services, social media, messaging, and 

corporate accounts.

 Sentinel Labs tracked down the group and found out that the access 

may have been shared with or sold to the Russian government. Targeted countries

〈URL〉
https://www.sentinelone.com/labs/the-sprawling-inf
rastructure-of-a-careless-mercenary/ 

■On June 30, 2022, Google published examples of hack-for-hire groups, which conduct attacks 

themselves on request instead of selling functions for cyberattacks.

Hack-for-hire groups around the world launch attacks on their own at the request of 

those who are not capable of launching attacks.

 The target range is wide and completely opposite to that of threat 

groups, which are backed by a government with a clear mission or 

target. They also specialize in account compromise and data theft.

 In India, credential-stealing phishing campaigns were conducted, 

often targeting the government, health care, and communications 

sectors in Saudi Arabia, the United Arab Emirates, and Bahrain. Many 

of the attackers worked for Indian IT companies Appin and Belltrox.

 In Russia, an attacker known as Void Balaur launched credential-

stealing phishing campaigns against journalists, European politicians, 

and various NGOs and NPOs.

Hack-for-hire groups conduct cyberattacks as a service7

 The targets included individuals believed to be ordinary citizens of 

Russia and neighboring countries.
Russian phishing email

〈URL〉
https://blog.google/threat-analysis-group/counterin
g-hack-for-hire-groups/ 

■On September 22, 2022, security firm SentinelOne warned that Void Balaur, a hack-for-hire business 

group, has been active. 

SentinelOne warned that Void Balaur, which conducts a hack-for-hire business, has been 

active.

Growth of hack-for-hire business 8

 The attack used the domain of a website pretending to be a download 

portal for Kavach, an MFA app used by the Indian government.

 The attack exploited a Google Ads search ad to rank a malicious 

domain website high in Google search results, luring Indian users to 

the website.

 The attack began in 2022, and Limepad has been used since August 

of the same year.

 The malware runs only when terminals are in the Indian time zone.

Google search results ad

〈URL〉
https://www.zscaler.com/blogs/security-research/a
pt-36-uses-new-ttps-and-new-tools-target-indian-g
overnmental-organizations

 It was learned that traces of a unique connection of Void Balaur's

infrastructure to the Russian Federal Protection Service have been 

discovered.
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■This group offers the following services:

 Remotely access target terminals or perform actions requested by the 

client on them.

 Remove content from the blogs, forums, YouTube channels, news 

sites, or databases of various institutions.

 Clean up information online and manipulate search engine results on 

the requested website.

 Remotely access iPhones, conduct mobile tracking, and manage 

associated data.

 Steal SMS historical records of targets.

 Conduct real-time location tracking through mobile networks.

■The prices vary depending on the service but range from about 

10,000 to 200,000 yen.
Available services and prices

〈URL〉
https://www.sentinelone.com/labs/the-sprawling-inf
rastructure-of-a-careless-mercenary/ 

【2】Ransomware trends

As in the previous year, many ransomware attacks were reported in 2022. In April, Costa Rican 

government agencies suffered a cyberattack by the Conti ransomware group, resulting in a national 

emergency being declared.

Ransomware attacks using BadUSB devices1

Ransomware attacks targeting critical infrastructure2

Costa Rica's national emergency caused by cyberattacks 3

Reports on the evolution of LockBit and emergence of Black Basta 4

Bumblebee plays central role in ransomware ecosystem5

Trends of Black Basta ransomware6

■According to the report by the media outlet BankInfoSecurity on 

January 11, 2022, the FBI warned that a cybercrime group was 

sending out suspicious USB devices, targeting the U.S. defense 

industry.

Attacks were confirmed to have sent BadUSB devices to targets and infected terminals 

or networks connecting to the devices with ransomware.

 The targets are U.S. companies in the transportation, insurance, and 

defense industries. USB devices are delivered in packages pretending 

to be HHS*¹ COVID-19 guideline documents or Amazon Gift Cards.

 The delivered device is a BadUSB device, which automatically 

performs a series of keystrokes when connected to a terminal, and 

downloads and executes the malware payload.

 Then, the attacker scans the network, keeps attacking until 

administrative privileges are gained, and deploys ransomware such as 

BlackMatter or Revil.

Ransomware attacks using BadUSB devices1

＊1 United States Department of Health and Human Services 

Delivered USB device

〈URL〉
https://twitter.com/NN_INC/status/1479536137651
765255 

2. Summary of Security Topics  ー ❸ Major Cyberattacks
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■On February 2, 2022, security company Malwarebytes announced that Oiltanking GmbH Group and 

Mabanaft GmbH & Co. KG Group, subsidiaries of German oil supply firm Marquard & Bahls, suffered a

cyberattack against their IT systems on January 29, 2022, forcing them to halt oil supply operations at 

some of the oil port terminals.

In February 2022, it was reported that ransomware attacks targeting critical 

infrastructure were launched against several companies.

 On February 3, 2022, the media outlet Tech Xplore reported that the BlackCat ransomware was used in this 

cyberattack, citing the information in the German newspaper Handelsblatt.

Ransomware attacks targeting critical infrastructure2

Interrupted oil supply operation

〈URL〉
https://blog.malwarebytes.com/vital-infrastructure/2
022/02/cyberattack-on-fuel-supplier-causes-supply-
chain-disruption/ 

■On February 4, 2022, Swiss airport management service company 

Swissport*1 reported on Twitter that their IT infrastructure was 

partially disrupted by a ransomware attack.

■On February 20, 2022, Seattle-based international logistics and 

freight transport company Expeditors announced that they shut down 

their global systems due to the targeted cyberattack launched on the 

same day.

 On February 21, 2022, the media outlet Bleeping Computer 

reported that this incident may have been a ransomware attack, 

judging from the announcement and anonymous information.

＊1 Airport cargo handling service management company headquartered in Opfikon, Switzerland

■On May 9, 2022, the media outlet Bleeping Computer reported that Costa Rican President Rodrigo 

Chaves declared a national state of emergency, claiming that dozens of government agencies were 

under cyberattack. The declaration was published as the President's Executive Decree 43542-MP-

MICITT on May 8 when President Chaves took office.

The Costa Rican government declared a national emergency in the wake of the Conti 

ransomware cyberattack. It affected 27 government agencies and even administrative 

services.

 According to Bleeping Computer, the attack was launched by the 

Conti ransomware group, with the first strike on April 17 targeting the 

Ministry of Finance and other organizations. Since April 18, the digital 

services of the Ministry of Finance have been unavailable.

 The government claims that the cyberattack was launched 

by the threat group UNC1756.

 Conti asked for a ransom of $10 million, but the Costa 

Rican government refused to pay.

Costa Rica's national emergency caused by cyberattacks 3

■According to security firm Check Point, Conti said that the 

attack aimed to overthrow the Costa Rican government, 

threatening to publish all the data on May 23.

■According to the report by the media outlet AP News on May 17, 

2022, President Chaves stated at a press conference held on May 

16 that 27 government agencies, including municipalities and 

state-run public utilities, were affected.

Threatening message from Conti

〈URL〉
https://krebsonsecurity.com/2022/05/costa-rica-ma
y-be-pawn-in-conti-ransomware-groups-bid-to-rebr
and-evade-sanctions/  Chaves blamed former President Carlos Alvarado for not investing in 

cybersecurity and not proactively handling cyberattacks.
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■On May 31, 2022, the media outlet Bleeping Computer reported that the Costa Rican Social Security 

Fund CCSS*¹ was hit by a ransomware attack.

 Bleeping Computer said that one of its ransom notes indicates that 

the attack was launched not by Conti but by the Hive ransomware 

group.

 CCSS stated that the health and tax information of citizens stored in 

the databases of the official health app EDUS*² and the central tax 

system SICERE*³ was never compromised.

Tweet by CCSS

〈URL〉
https://twitter.com/CCSSdeCostaRica/status/15316
28187846844418 

＊1 Caja Costarricense de Seguro Social

＊2 Expediente Digital Único en Salud

＊3 Sistema Centralizado de Recaudación

■There were several reports regarding the Ransomware-as-a-Service LockBit. 

The reports on the trends of ransomware kept coming in. They included details on the 

evolution of LockBit, which introduced a bug bounty program for the first time, and the 

new emergence of Black Basta.

 Security firm Mandiant reported on June 2, 2022, that the threat group 

UNC2165 was using LockBit to escape U.S. Treasury sanctions.

Reports on the evolution of LockBit and emergence of Black Basta 4

LockBit 3.0 bug bounty program

〈URL〉
https://www.bleepingcomputer.com/news/security/l
ockbit-30-introduces-the-first-ransomware-bug-bou
nty-program/ 

 The group uses different ransomware to prevent the attribute from 

being identified.

 On June 9, 2022, security firm Palo Alto Networks reported LockBit 2.0, 

which emerged in June 2021 as a successor to LockBit.

 According to a survey on websites leaked by ransomware groups, 

LockBit 2.0 accounts for 46% (number one) of all ransomware leaks 

in 2022, as of May 26, 2022.

 The media outlet Bleeping Computer reported on June 27, 

2022, that a new version of LockBit 3.0 was released, 

introducing the first ransomware bug bounty program.

 This program asks third parties to detect operational bugs in return 

for rewards ranging between $1,000 and $1 million.

■Several reports were made regarding the Black Basta ransomware, which was first reported in April 

2022. 

 On June 6, 2022, security firm NCC Group reported the findings on Black Basta based on the recent incident 

responses.

 It features the following: lateral movement through use of Qakbot malware, gathering internal IP addresses of all 

hosts on the network, disabling Windows Defender, deleting backup files, and use of WMI*1 to push out the 

ransomware.

 Security firm Uptycs reported on June 7, 2022, that Black Basta was 

now targeting VMware ESXi servers.

 On June 24, 2022, security firm Cybereason reported that Black Basta 

was one of the most active ransomware strains, causing nearly 50 

incidents in the two months since it was first observed.

 It targets various industries, such as manufacturing, construction, 

transportation, telecommunications, pharmaceuticals, cosmetics, and 

automobile dealers, in English-speaking countries (U.S., Canada, U.K., 

Australia, and New Zealand).

Black Basta message notifying of 
encryption

〈URL〉
https://research.nccgroup.com/2022/06/06/shining-
the-light-on-black-basta/ 

＊1 Windows Management Instrumentation

2. Summary of Security Topics  ー ❸ Major Cyberattacks
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■Symantec analyzed a recent attack campaign involving the Quantum ransomware and reported that 

Bumblebee was used to deliver the ransomware.

On June 28, 2022, Broadcom's Symantec reported that Bumblebee, a new malware loader, 

was starting to play a central role in the ransomware ecosystem.

 This campaign starts an attack with a phishing email containing an ISO file attachment. A Bumblebee loader is 

hidden in the attachment, and when the attachment is opened, the loader runs to load Bumblebee.

Bumblebee plays central role in ransomware ecosystem5

 The attacker uses Bumblebee to install a backdoor on the PC, connects to the C2 server to control the operation, 

and executes commands. Then, the attacker drops the Cobalt Strike payload, runs it on the system, and drops 

the Quantum ransomware.

 Bumblebee may have been introduced as a replacement loader for 

Trickbot and BazarLoader, as there is some overlap in tactics, 

techniques, and procedures (TTP) between recent activities involving 

Bumblebee and previous attacks linked to these loaders.

■Security firm Cyble reported that Bumblebee was used as a 

replacement for BazarLoader, which distributed the Conti 

ransomware.

Bumblebee infection vector

〈URL〉
https://blog.cyble.com/2022/06/07/bumblebee-load
er-on-the-rise/ 

■On November 3, 2022, security firm SentinelOne pointed out that the Black Basta ransomware group 

may have been linked to the threat group FIN7.

The Black Basta ransomware group is still active, performing privilege escalation by 

exploiting vulnerabilities, and then stealing confidential information and using it for 

double extortion.

 It noted that the IP address of the C2 server connected to the BIRDDOG backdoor used by the group was the 

same as that of the C2 server used by FIN7. The group also reportedly used a unique EDR bypass tool linked to 

FIN7. 

Trends of Black Basta ransomware6

■On November 23, 2022, security firm Cybereason reported that 

the group was conducting an attack campaign mainly against U.S. 

companies using the Qakbot*¹ malware.

 The attacker sends a spearphishing email to the victim, luring the 

victim to a malicious disk image file.

 If the attachment is opened, the victim is infected with Qakbot. 

Several major machines load Cobalt Strike and eventually deploy the 

Black Basta ransomware. Black Basta attack route

〈URL〉
https://www.cybereason.com/blog/threat-alert-aggr
essive-qakbot-campaign-and-the-black-basta-ranso
mware-group-targeting-u.s.-companies 

＊1 Banking Trojan that steals victims' financial data

(browser information, keystrokes, credentials, etc.)
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Other Issues

Summary

4

We introduce here other topics highlighted in 2022.

【1】Software supply chain issues and solutions

【2】Tools that may be useful

【3】Emergence of new threats

【1】Software supply chain issues and solutions

Threats to the software supply chain remain as an issue this year. On the other hand, new organizations 

have been established to solve this issue and counter measures are being taken.

Incidents related to the software supply chain occurred.

January 2022: OSS developer intentionally corrupts libraries1

March 2022: Over six million sensitive data breaches confirmed on GitHub2

September 2022: OSS security concerns3

The security of the software supply chain was enhanced, with a focus on OpenSSF.

April 2022: OpenSSF announces Package Analysis project5

May 2022: Consensus reached on improving OSS resilience and security6

February 2022: OpenSSF's Alpha-Omega Project4

August 2022: Large-scale study of malicious plugins in WordPress7

October 2022: GUAC visualizes software supply chain8

■Bleeping Computer, an online media outlet, reported on January 9, 2022, that Marak Squires, 

developer of the JavaScript OSS libraries “colors.js” and “faker.js,” had intentionally modified these 

libraries to make them non-functional.

A popular OSS library developer intentionally corrupted the source code, 

affecting apps that use the library.

 The modification triggers the apps using these libraries to output an infinite number of non-ASCII characters, 

and the issue can be circumvented by downgrading to a previous version.

OSS developer intentionally corrupts libraries1

2. Summary of Security Topics  ー ❹ Other Issues
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■Security company GitGuardian published its GitHub monitoring report,

“The State of Secrets Sprawl 2022,” on March 23, 2022.

Monitoring activities carried out on GitHub identified over six million items of sensitive 

data. Companies have to deal with more sensitive data than their security teams can 

handle.

 It summarizes the status of sensitive data leakages such as API keys, 

credentials, and security certificates, based on the monitoring of 

GitHub's public and corporate repositories.

 More than six million sensitive data items were identified in the public 

repository, double the number in 2020.

 On average, 13,635 sensitive data items were detected in corporate 

repositories. The detection rate was 3.8 times higher than public 

repositories, but most were private repositories.

 In addition, each security engineer had to deal with 3,413 sensitive 

data cases. This far exceeds the response capacity of a security team.

 GitGuardian stated that it is possible to improve the situation with 

enough discipline and education, coupled with the right tools.

Over six million sensitive data breaches confirmed on GitHub2

Output from the corrupted “colors.js”

〈URL〉
https://github.com/Marak/colors.js/issues/285 

 “colors.js” is downloaded more than 20 million times per week on the 

NPM’s site and some 19,000 projects depend on it, while “faker.js” is 

downloaded more than 2.8 million times per week and some 2,500 

projects depend on it.

 Squires warned in November 2020 that companies using these 

libraries should fork OSS projects or compensate him with a six-figure 

yearly salary.

Report overview

〈URL〉
https://res.cloudinary.com/da8kiytlc/image/upload/
v1646148528/GitGuardian_StateOfSecretsSprawl202
2.pdf 

■OSS*¹ has contributed to innovation in software development, but it has been confirmed that 

companies are refraining from using it due to the impact that Log4j vulnerability has had on the 

industry.

Because of the security concerns associated with OSS software, some companies have 

been reluctant to use OSS. A bill to ensure the security of OSS was submitted to the US 

Congress under the initiative of CISA.

 Data science company Anaconda reported in its September 2022 report*² that 40% of corporate experts 

responded that they had reduced their use of OSS due to security concerns.

OSS security concerns3

Bill

〈URL〉
https://www.govinfo.gov/content/pkg/BILLS-117s49
13is/pdf/BILLS-117s4913is.pdf

 The share of companies contributing to OSS projects has also 

decreased by 13% from the previous year.

 On September 22, 2022, US Senator Gary Peters submitted the 

Securing Open Source Software Act of 2022, a bipartisan bill to 

protect OSS, to the US Senate.

 It is a bill to ensure the safe and secure use of OSS in the federal 

government and critical infrastructure under the supervision of the 

security authority, CISA.

 CISA will publish a framework for assessing the risk of open source 

code within one year, and will assess OSS used by government 

agencies within one year thereafter based on available information 

such as SBOM*³.

＊1 Open Source Software

＊2 2022 State of Data Science report

＊3 Software Bill Of Materials
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■OpenSSF*¹, launched by the Linux Foundation in August 2020, announced the Alpha-Omega Project 

on February 1, 2022.

OpenSSF has announced the Alpha-Omega Project, which aims to enhance the security 

of OSS supply chain by systematically locating and fixing vulnerabilities.

 It will enhance the security of the software supply chain of OSS projects by working with project managers to 

systematically find new, as-yet-undiscovered vulnerabilities in open source codes and get them fixed.

OpenSSF’s Alpha-Omega Project4

75 members that make up OpenSSF

〈URL〉
https://landscape.openssf.org/ 

＊1 Open Source Security Foundation

 Alpha, which is one component of the project, focuses on the most 

critical OSS projects, identifies and fixes security vulnerabilities, and 

helps improve their security posture.

 Omega, another component, uses automated methods and tools to 

identify critical security vulnerabilities for at least 10,000 widely 

deployed open source projects.

 Microsoft and Google are supporting this project with an 

initial investment of $5 million.

■The Package Analysis project aims to boost the security of OSS by detecting malicious behavior, 

providing information to consumers selecting packages, and providing researchers with data about 

the ecosystem.

OpenSSF, a forum launched by the Linux Foundation in August 2020, announced the 

initial prototype version of the Package Analysis project on April 28, 2022.

 This project aims to understand the behavior and capabilities of packages that are available on well-known 

open source repositories. 

OpenSSF announces Package Analysis project5

 For example, which files the packages access, which addresses they 

connect to, which commands they execute, etc.

 It detects changes in package behavior over time and identifies the 

periods when previously secure software began acting suspiciously.

■On April 28, 2022, Google, a member of the OpenSSF, joined the 

Package Analysis project and identified approximately 200 

malicious packages from packages uploaded to NPM and PyPI

within a month.

Introduction to the Package Analysis 
project

〈URL〉
https://openssf.org/blog/2022/04/28/introducing-pa
ckage-analysis-scanning-open-source-packages-for-
malicious-behavior/ 

■The Linux Foundation and its project, OpenSSF, held the Open Source Software Security Summit II on

May 12, 2022.

A summit on OSS security was held, and participating companies and the US government 

reached a consensus on a 10-point action plan based on three goals for enhancing OSS 

resilience and security.

Consensus reached on improving OSS resilience and security 6

 More than 90 executives from 37 companies and leaders from US government agencies came together and 

reached a consensus on a 10-point action plan based on three goals for enhancing OSS resilience and security.

2. Summary of Security Topics  ー ❹ Other Issues
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Ten-point action plan

〈URL〉
https://openssf.org/oss-security-mobilization-plan/ 

 The participating government agencies were the National Security 

Council (NSC), ONCD (which advises the President of the United 

States), CISA, NIST, the Department of Energy (DOE), and the Office 

of Management and Budget (OMB).

 This was a first-of-its-kind plan, prepared with input from all sectors 

and which broadly addresses open source and software supply chain 

security.

 The plan outlines approximately US$150 million of funding over two 

years, and some of the participating organizations (Amazon, Ericsson, 

Google, Intel, Microsoft, and VMware) have pledged more than 

US$30 million as initial funding to implement the plan.

Goal 1: Securing OSS Production

1 Security education Deliver secure software development education and certification to all.

2 Risk assessment
Establish a public, vendor-neutral, objective, metrics-based risk assessment 
dashboard for the top 10,000 OSS components.

3 Digital signatures Accelerate the adoption of digital signatures on software releases.

4 Memory safety
Eliminate root causes of many vulnerabilities through replacement of non-
memory-safe languages.

Goal 2: Improving vulnerability discovery and remediation

5 Incident response Establish a team to assist with open source projects.

6 Better scanning Accelerate discovery of new vulnerabilities by maintainers and experts.

7 Code audits Conduct third-party code reviews of the most critical OSS components.

8 Data sharing Improve the research that helps determine the most critical OSS components.

Goal 3: Shorten ecosystem patching response time

9 SBOMs everywhere Improve SBOM tooling and training to drive adoption.

10
Improved software supply 
chains

Enhance the 10 most critical OSS build systems, package managers, and 
distribution systems.

■The research team presented a research thesis titled “Mistrust Plugins You Must: A Large-Scale 

Study of Malicious Plugins In WordPress Marketplaces,” at a symposium held in Boston from August 

10 to 12, 2022.

At the 31st USENIX Security Symposium, a team of researchers from the Georgia 

Institute of Technology made a presentation on YODA, a tool for detecting malicious 

plugins in WordPress, and on their large-scale study.

 The research studied WordPress plugins in more than 400,000 production web servers over an eight-year 

period from July 2012 to July 2020. The researchers developed an automated framework, YODA, which enables 

malicious plugin detection and tracking of their origin, for use in the research.

 Design overview of YODA: Perform metadata analysis and code analysis on the backups of the website to be 

studied and detect plugins ⇒ Perform syntactic analysis and semantic analysis of the plugins to detect 

malicious behaviors and identify malicious plugins ⇒ Study the metadata of the malicious plugins and assign 

the origin of the malicious plugins to one of four types ⇒ Determine the impact in the plugin marketplace.

Large-scale study of malicious plugins in WordPress 7

｢Design overview of YODA」

〈URL〉
https://www.usenix.org/system/files/s
ec22-kasturi.pdf 
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 The four categories for the origins of malicious plugins in the study 

are as follows.

 Nulled Plugin Marketplace (non-regular plugin marketplace)

 Legitimate Plugin Marketplace (regular plugin marketplace)

 Injected Plugin (plugin originating from sources other than the 

abovementioned marketplaces)

 Infected Plugin (a previously benign but infected plugin)

 The main findings of the study are as follows.

 47,337 malicious plugins were found on 24,931 websites.

 Of the 47,337 malicious plugins, 3,685 were sold on legitimate plugin 

marketplaces, and the attackers gained US$41,500 in illicit proceeds.

 Developers lost US$228,000 from nulled plugins.

 US$834,000 worth of plugins that were previously benign were 

attacked and infected after their installation.

 More than 94% of malicious plugins are still active at present. 

Of these, only 10.8% of the website owners are addressing the 

problem. 

Costs by type of malicious plugin

〈URL〉
https://www.usenix.org/system/files/sec22-kasturi.p
df 

■On October 20, 2022, Google announced GUAC*¹, an open source project that aggregates, draws up 

graphs, and enables the analysis of security metadata for software components.

GUAC, a Google-led open source project that aggregates and visualizes security 

metadata related to the software supply chain into an analyzable form, has been 

launched.

 It facilitates audit and risk management by understanding the supply chain of owned software.

 For software, it imports and normalizes metadata provided by various organizations such as SLSA*² and 

SBOM*³, maps relationships, and displays them in graphs that are easy to search and study.

GUAC visualizes software supply chain8

 Collection: Collects and connects data sources such as public 

records and internal repositories

 Ingestion: Imports data from upstream data sources such as projects 

and vulnerabilities

 Collation: Assembles data into graphs

 Query: Realizes in-graph metadata lookup

Illustration of GUAC’s functions

〈URL〉
https://security.googleblog.com/2022/10/announcin
g-guac-great-pairing-with-slsa.html 

＊1 Graph for Understanding Artifact Composition

＊2 Supply chain Levels for Software Artifacts

＊3 Software Bills of Materials

【2】Tools that may be useful

Tools that are useful for security personnel were released in FY2022 as well.

ATT&CK Evaluations to evaluate security measures through attack simulations.

April 2022: MITRE announced the simulation results of attack methods1

November 2022: First ATT&CK Evaluations for MSPs2

September 2022: CloudFox - capable of finding attack paths in cloud environments3

Other new and useful services were also launched.

October 2022: inTheWild - provides information on exploited vulnerabilities4

2. Summary of Security Topics  ー ❹ Other Issues
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■On March 31, 2022, MITRE Engenuity, a subsidiary of MITRE, announced its 2022 MITRE Engenuity

ATT&CK EVALUATIONS (Evals).

MITRE Engenuity ATT&CK Evaluations showed the simulation results of attack methods 

used by the crime groups, Wizard Spider and Sandworm.

 The Evals program evaluates security products and services.

MITRE announced the simulation results of attack methods1

Participating companies

〈URL〉
https://attackevals.mitre-engenuity.org/enterprise/p
articipants/?adversaries=wizard-spider-sandworm 

 It draws up scenarios of the behavior of known adversaries as 

defined by the ATT&CK knowledge base, and evaluates the ability of 

each product or service to detect or protect against such behavior.

 In 2022, 30 companies participated and simulated the attack methods 

used by the cybercrime group Wizard Spider, and the state-backed 

crime group Sandworm.

 So far, the attack methods used by APT3 in 2018, APT29 in 2020 and 

CARBANAK and FIN7 in 2021 have been simulated.

■MITRE Enenuity, a subsidiary of MITRE, announced on November 9, 2022, the results of its first 

ATT&CK Evaluations (Evals) for services provided by MSPs*¹.

MITRE Enguity conducted its first ATT&CK Evaluations for MSPs. It evaluated analysis 

and explanation capabilities for activities that mimicked the Iranian threat actor, OilRig.

 The purple team conducting the Evals engaged in activities that mimicked the tactics and techniques used by 

the Iraninan threat actor, OilRig*2, based on the MITRE ATT&CK knowledge base.

First ATT&CK Evaluations for MSPs 2

Sixteen evaluated MSPs

〈URL〉
https://attackevals.mitre-engenuity.org/managed-se
rvices/managed-services 

 Since at least 2014, OilRig has been carrying out targeted attacks on the Middle East and other regions based on 

the Iranian government's strategic objectives, stealing sensitive information from critical infrastructure, financial 

services, governments, military, and telecommunications.

 The results assess the ability of the MSPs to analyze and explain the 

activities of the detected adversaries, and do not rank the MSPs.

 The following is an overview of the ATT&CK Evaluations (Evals). 

＊1 Managed Service Provider

＊2 Aliases: ATP34, EUROPIUM, COBALT GYPSY, IRN2, HELIX KITTEN

 OilRig was chosen because there is a wealth of documented 

information, and because its tactics are continuously evolving 

and it is relevant to the industry as a whole.

 To mimic OilRig's activities, the team focused on the use of custom 

web shells and evasion techniques.

 For the evaluation environment, MITRE Engenuity prepared a 

Microsoft Azure cloud environment, and each of the 16 MSPs 

participating in the Evals installed server and client software.

 Thirty-eight ATT&CK techniques and 26 sub-techniques covering 11 

ATT&CK tactics were evaluated.

 Specifically, OilRig’s custom malware, SideTwist, VALUEVAULT, 

TwoFace, RDAT, and Mimikatz were used to mimic attacks in the 

following order: Initial Compromise; Establish Persistence; Discovery; 

Privilege Escalation; Expand Access; and, Data Exfiltration.

 In Evals, the focus was not on whether the MSPs’ services detected 

the adversary's activities, but on whether they identified the relevant 

ATT&CK techniques and provided sufficient explanations about 

the detected activities.

Evals results for Microsoft

〈URL〉
https://attackevals.mitre-engenuity.org/managed-se
rvices/participants/microsoft?view=managed-servic
es 
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■On September 13, 2022, cybersecurity company Bishop Fox announced CloudFox, a command-line 

tool for use by penetration testers and other offensive security professionals to discover exploitable 

attack paths in the Amazon Web Services (AWS) cloud environment.

CloudFox, which is used to find exploitable attack paths in cloud environments, has been 

launched. It is a command-line tool for penetration testers and other offensive security 

professionals.

 The main users are penetration testers, but the tool is useful for all cloud security practitioners.

CloudFox - capable of finding attack paths in cloud environments3

List of commands (partial)

〈URL〉
https://github.com/BishopFox/cloudfox/wiki/AWS-C
ommands#inventory 

 The following types of information, which can potentially 

become attack paths, can be discovered through 21 commands.

 Regions used by the AWS account in question

 AWS EC2 user data secrets

 Workloads with administrator privileges

 Endpoints and IPs that can be attacked from external or internal 

sources

 Mountable file systems from compromised resources in 

the Virtual Private Cloud

■On October 27, 2022, security company Team Cymru introduced the inTheWild website, which 

provides information on vulnerabilities with known or published exploits.

The inTheWild website is operated as a useful tool for quickly grasping vulnerabilities 

with known or published exploits, and for addressing such vulnerabilities.

 This community-driven website sets out the following policy.

inTheWild - provides information on exploited vulnerabilities4

 There are tens of thousands of vulnerabilities disclosed each year. 

Only a handful of them will ever be exploited. Triaging vulnerabilities 

is hard, one thing is easy though: if you know something is actively 

exploited inTheWild you have to move within hours. We believe that 

exploitation information is about safety and it should be easy to 

access and not be behind paywalls.

 The community collects information from various information 

sources and researches it. Information is also provided by 

Google, Microsoft, and Apple.

 Any user can obtain information through the RSS feed from 

this website or Twitter, use the GitHub database updated every hour, 

and obtain a list of exploited vulnerabilities through the API.

Information on vulnerabilities with known 
exploits

〈URL〉
https://inthewild.io/feed 

【3】Emergence of new threats

There were various reports on new threats.

March 2022: Increasing number of organizations paying ransoms, creating a vicious cycle1

July 2022: Challenges faced by security teams of SMEs2

October 2022: ATM/POS malware trends after COVID-193

December 2022: Potential abuse of conversational large language model, ChatGPT4

 The source code is published on GitHub, and the demo video on how 

to use the tool is available on YouTube.

 There are also plans to support Azure, Google Cloud Platform, and 

Kubernetes in the future.

2. Summary of Security Topics  ー ❹ Other Issues
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■In its report published on March 15, 2022, Lumu Technologies pointed to a vicious cycle in which the 

increase in organizations that had successfully recovered data by paying ransoms leads to an 

increase in organizations paying ransoms, and in turn, an increase in ransomware attacks by 

attackers.

In March 2022, three security companies published reports on ransomware threats in 

2021. The reports pointed to a vicious cycle leading to an increase in ransomware attacks.

 Among the organizations that had paid ransoms, those who could recover their data increased from 19.4% in 

2018 to 71.6% in 2021, while the organizations that had paid ransoms increased from 39% in 2018 to 57% in 

2021, and the affected organizations increased from 55.1% in 2018 to 68.5% in 2021.

Increasing number of organizations paying ransoms, creating a vicious cycle1

The vicious cycle of ransomware

〈URL〉
https://lumu.io/blog/ransomware-flashcard-2022/ 

■Media outlet The Register reported that, according to the Palo 

Alto Networks report, the average ransom demanded from 

organizations in 2021 was US$2.2 million, up about 144% from 

US$0.9 million in the previous year; the average ransom paid in 

2021 was US$0.54 million, up 78% from the previous year; and 

there was an 85% increase in the number of affected 

organizations whose names were posted publicly on leak sites.

■Media outlet ZDNet reported that, according to the KELA report, 

the number of affected organizations increased from 1,460 in the 

previous year to 2,860 in 2021, and about 40 organizations 

affected in 2020 were also attacked by other groups in 2021.

■On July 13, 2022, security company Cynet announced its findings 

from a survey on challenges faced by security teams, 

conducted on 200 CISOs of SMEs in the U.S., Canada, and the 

U.K. in Q1 2022.

The results of a survey on the challenges faced by the security teams, conducted on the 

CISOs of SMEs, have been published. It was revealed that their pain points included 

operation and management of multiple products due to overlapping capabilities.

 While a similar survey in 2021 revealed a lack of budget and skills, the 

2022 survey highlighted the risk of overlapping capabilities and 

visualizing difficulties in their threat protection products, as 

technology changes dramatically from year to year.

 The conditions of the organizations to which the target CISOs 

belonged were as follows:

Challenges faced by security teams of SMEs 2

 Number of employees: 500 to 10,000 (average 1,713)

 Number of security team members: 5 or fewer

 95% of the organizations had a 2021 security budget of less than 

US$1 million (average US$436,000), but 73% of the organizations 

plan to increase the budget 5-10 percent or more in 2022.

Status of target organizations

〈URL〉
https://go.cynet.com/hubfs/2022%20CISO%20Surve
y%20of%20Small%20Cyber%20Security%20Teams.pd
f 

■The following five key findings were identified in the survey.

 With the surge in remote work, organizations using Endpoint 

Detection and Response (EDR) technologies jumped from 52% in 

2021 to 85%.

 The percentage of organizations using Managed Detection and 

Response (MDR) solutions increased from 53% in 2021 to 90%.

 87% of the organizations struggled to manage and operate threat 

protection products.

 Some of the areas that they struggled with were overlapping 

capabilities in different products (44%) and the ability to visualize 

the full picture when an attack occurs (42%).

 These difficulties affect each other. For example, if the capabilities of 

products overlap, it is difficult to grasp a full picture of an attack, 

showing the importance of consolidation.

Top pain points in managing and operating 
threat protection products

〈URL〉
https://go.cynet.com/hubfs/2022%20CISO%20Surve
y%20of%20Small%20Cyber%20Security%20Teams.pd
f 
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 The percentage of organizations that were only checking critical alerts jumped from 14% in 2021 to 21%.

 The percentage of organizations that have plans to consolidate their security platforms increased from 61% 

in 2021 to nearly all the organizations at 96%.

■On October 6, 2022, security company Kaspersky published a report on trends in ATM/POS malware 

from 2020 to 2022.

ATM/POS malware declined temporarily in 2020 due to the impact of reduced consumer 

spending caused by the COVID-19 pandemic, but attacks have increased and are 

expected to increase in the future.

 Between January and August 2022, the number of devices 

compromised by ATM/POS malware increased by 9% from the same 

period in 2020 and by 4% from the same period in 2021.

 Looking at the trends by country, Russia has ranked at the top for the 

number of compromised devices since 2017. This is because older 

ATMs with lower security levels are still in use and services continue 

to be provided on Windows versions that are no longer supported.

ATM/POS malware trends after COVID-193

Trends in number of devices affected

〈URL〉
https://securelist.com/atm-pos-malware-landscape-
2020-2022/107656/ 

 Brazil is in a similar situation, and on top of that, is also threatened 

by new variants of existing malware.

 In addition, Zimbabwe, a country with strong economic growth, has 

ranked high since 2021 and is becoming an attractive target for 

cybercriminals.

 HydraPOS and AbaddonPOS dominate the malware 

families, followed by Ploutus, RawPOS, and Pilex.

■On December 1, 2022, Brendan Dolan-Gavitt, a computer security researcher, reported on Twitter that

he had successfully used ChatGPT to create an exploit that exploits buffer overflow vulnerabilities.

A security researcher reported that he could create an exploit that exploits buffer 

overflow vulnerabilities using ChatGPT, a conversational tool that enables 

communication with AI. 

 ChatGPT is a chatbot that uses a conversational large language model 

developed by the San Francisco-based lab OpenAI, and was released 

on November 30, 2022. ChatGPT can be used to answer questions 

and write sentences, among other uses.

Potential abuse of conversational large language model, ChatGPT4

■Dolan-Gavitt instructed ChatGPT to solve a simple “Capture The 

Flag” challenge. As a result, ChatGPT correctly recognized the 

buffer overflow vulnerability in the code and wrote code that 

exploited the flaw. If there had not been typographical errors, 

ChatGPT would have solved the challenge perfectly.

■On December 6, 2022, the media outlet Cyberscoop, which 

reported this news, pointed out that large language models such 

as ChatGPT pose cybersecurity risks.

Tweet by Brendan Dolan-Gavitt

〈URL〉
https://twitter.com/moyix/status/159808120484648
9600 

2. Summary of Security Topics  ー ❹ Other Issues
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NTT-CERT and NTT Group Activities3
Chapter 3 will report on NTT-CERT's activities in 2022, focusing on the security incident response status and 

response examples. 

Furthermore, we also report on our vulnerability information collection and analysis activities.
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1. State of Inquiries and Responses

Main topics

3 3 3 2 2 1

6
5 4

3 2
2

61

54

68

50 52

67

39 36

48
49

45

36

3

2

2

2 1

0

2 2

4
3

3

3

13

9

9

7
10

5

11

6

8

7

5

8

0

10

20

30

40

50

60

70

80

90

100

April May June July August
Septem

ber
October

Novem
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January
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y
March

Security alerts 13 9 9 7 10 5 11 6 8 7 5 8

Handling of pre-publication vulnerabilities 3 2 2 2 1 0 2 2 4 3 3 3

Incident handling 61 54 68 50 52 67 39 36 48 49 45 36

Technical inquiries 6 5 4 3 2 0 0 0 2 0 0 0

Investigation, data gathering 3 0 3 0 0 3 0 2 2 1 0 0

 Since February 2022: Intensified cyberattacks due to Russia's invasion of Ukraine

 March: Spring Framework remote code execution vulnerability

 April: Oracle Coherence code execution vulnerability

 May: F5 BIG-IP iControl REST authentication bypass vulnerability

 December: FortiOS SSL-VPN buffer overflow vulnerability

 December: Citrix Gateway and Citrix ADC remote code execution vulnerability
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2. Examples of Incidents Handled
The main incidents handled by NTT-CERT in FY2022 are described in this section.

❶ Redirection to Malicious Websites Using Fake Push Notifications

❷ Reputation Research on Servers That May Have Been Accessed As a Jump host

❸ Public Information Investigation of High-profile Cyberattacks Against the Japanese Government and 

Companies

Summary

In recent years, cases are increasing where users receive unfamiliar web push notifications after allowing 

notifications from a specific site, and are led to malicious websites when they click on the push 

notifications.

For such cases of redirection to malicious websites using fake push notifications, the following will show 

the primary check methods and recommended measures and responses.

Redirection to Malicious Websites Using Fake Push Notifications1

Examples of redirection to a malicious website

Click [Allow] Click [OK]

A pop-up appears in the browser 

prompting users to allow 

notifications.

A fake push notification appears 

on the desktop.

Users are redirected to 

a malicious website.

Check methods

Check method①

Use a local proxy tool to check for any unauthorized communication, such as an automatic malware 

download, when you access a website that requests notification permission or click a notification 

permission pop-up or website push notification.

Client PC

Browser Local proxy

Internet

Server

With the local proxy tool running, access the target website or click a button on a notification to check for any suspicious 

communication that would not normally occur, such as a PUT from an unknown website.

Invisible communications can be checked 
by creating a local proxy in the client PC 
and relaying communications between 
the browser and the server.
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Check method ②

Click a website push notification and see what kind of website you will be redirected to.

In many cases, the destinations of the link displayed in a push notification change every time they are accessed. One of the 

following websites is displayed at random:

 An advertising website for a security product

 A download website for suspicious software

 A dangerous website that anti-virus software deems harmful

 A website that prompts users to input their personal information, such as a dating site

Check the behavior of the redirected website, if necessary, using the check method ①

Measures and responses

Measures

Do not simply allow notifications.

 Do not click [Allow] in a pop-up that prompts you to allow browser 

notifications unless notifications are surely necessary.

 If you click it by accident, immediately delete the relevant 

permission setting from your browser notification settings.

Do not access websites displayed in push notifications.

 If an unknown push notification appears, do not click the push 

notification.

 If you access it by accident, do not download any files or input any 

personal information on the redirected website.

Responses

2. Examples of Incidents Handled

The following general measures are available against redirection to malicious websites using fake push 

notifications:

If you allowed notifications or clicked a push notification, delete the relevant website permission and 

run a full scan on the relevant terminal using virus scan software first. If suspicious communication or 

files are found as a result of the scan, additionally perform a more detailed check, such as malware 

analysis.
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Reputation Research on Servers That May Have Been Accessed As a Jump host2

Incident summary and research method

In FY2022, an NTT Group company contacted us to investigate the possibility that one of its cloud service 

servers was used as a stepping stone, and its relationship to the recent attacks.

We investigated the evidence of attacks and the server's reputation based on its IP address.

1. Information gathering

Research method

Use public information or intelligence services to extract information sources that evidence the fact 

that the server was used as a stepping stone.

2. Fact-finding research

Fact-check the attacks based on the information obtained in step 1 and conduct fact-finding research 

on security risks.

Reputation research—Information gathering

Collected information (partially excerpted)

Information source Description

Social media
We confirmed that the server's IP address was mentioned in a Twitter post titled 
Free Proxy Server List.

Cybercriminal forum
We confirmed that the server's IP address was included in the server list in a post 
titled Free Proxy Server List.

Text data publishing 
services

We confirmed that multiple pieces of text data listing various IP addresses were 
posted on Pastebin and the server's IP address was included in the list.

Security reports by foreign 
public institutions

We confirmed that the server's IP address was included in the list of IP addresses 
previously used in DDoS attacks by hacker groups.

Blacklist services
We confirmed that the server's IP address was registered in some blacklist 
services.

We found various sources identifying the server as a proxy server and information 

that it may have been used in DDoS attacks.

Fact-finding research on security risks

 The server's IP address has been unintentionally disclosed as that of a free proxy server and was 

very likely being used as an access relay point by an unspecified number of users.

 An official document states that the IP address was used in DDoS attacks by hacker groups, 

meaning that it may also have been used as a stepping stone for attacks.

 It was confirmed that the IP address has been registered in some blacklists, suggesting that its IP 

reputation score may be low.
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Research results

The research revealed that the server was identified as a proxy server by various sources and was 

highly likely to relay communications between the users and the internet.

This indicates that the server may have been used to hide the identities or locations of users who 

accessed the internet for some activities, regardless of their malicious intention.

User

Server

Access 

destination

The server may have been used, maliciously or 
not, by an unspecified number of users as a 

stepping stone.

Key points and measures

If the company's server is exploited as a stepping stone like this example, the company may be unknowingly involved 

in various cyberattacks, causing serious damage to third parties.

It is important to prepare a means of proving to third parties that you are not the perpetrator but the victim whose 

server was used as a stepping stone. It is desirable to save logs that identify the attacker or communication logs from 

the attacker as much as possible. 

Security risk key points to be learned from this case

 Review access control

 Correct log management and account management

 Introduce additional security software

 Strengthen measures against vulnerabilities

Measures to prevent security incidents

Public Information Investigation of High-profile Cyberattacks Against the Japanese Government 
and Companies

3

Overview

 NTT-CERT collects security information through daily public monitoring to minimize and prevent 

damage to the entire NTT group.

 Some of the information collected through public monitoring may later cause big social repercussions, 

including recent cyberattacks by hacktivist groups against Japanese websites.

 This section shows publicly available cases of cyberattacks by hacktivist groups against the Japanese 

government and companies.

①KillNet (September 2022): A cyberattack against websites run by the Japanese government and companies

②Anonymous (January 2023): A cyberattack against the official Shibuya Ward website

2. Examples of Incidents Handled
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CASE① Hacker group KillNet (September 6, 2022)

Investigation case

 On September 6, 2022, the pro-Russian hacker group KillNet posted on Telegram a 

message claiming to have launched a cyberattack on websites run by the Japanese 

government, such as e-Gov, and the websites of several Japanese companies.

 Around the same time, these websites became difficult to access, and KillNet

posted a video declaring war on video-sharing sites. This incident was covered by 

the media for days *¹ *².

 The reason for the attack is believed to be dissatisfaction with Japan's support for 

Ukraine following Russia's invasion.

A message published on 
Telegram by KillNet claiming 
that it took down Japanese 
websites

A video of KillNet's declaration of 
war posted on video-sharing sites

CASE② Anonymous (January 3, 2023)

 On January 3, 2023, the official Shibuya Ward website became difficult to access *³

 An account possibly related to Anonymous posted a message on social media 

suggesting that the group launched the attack.

 There was also a social media post by the relevant account, implying that the group 

launched the attack against the Okutama Town website and domains containing the 

words "setagaya" and "olympic."

 Judging from the hashtags in the social media post, the reason for the attack seems 

to be a protest against Shibuya Ward's response to homeless people amid the 

redevelopment of Yoshitake Park.

An account possibly related to 
Anonymous posted on social 
media a message with hashtags, 
suggesting that the group 
launched the attack.

The official Shibuya Ward account announced that its 
website has been unavailable due to a disruptive attack 
by Anonymous.

Investigation summary

 Given Russia's prolonged invasion of Ukraine, pro-Russian hacktivists may continue to target Japanese companies.

 Since it is easy to impersonate hacktivists on social media, it could be difficult for us to identify who is actually 

conducting the cyberattacks or whether the attacks are actually taking place.

References

＊1 A pro-Russian hacker group possibly launched an attack on the Japanese government website（0:45 a.m. on September 7, 2022）

https://www3.nhk.or.jp/news/html/20220906/k10013806361000.html

＊2 A pro-Russian hacker group posted a video declaring war on the Japanese government（11:10 p.m. on September 7, 2022）

https://www3.nhk.or.jp/news/html/20220907/k10013808121000.html

＊3 [Notice] The official Shibuya Ward website has been unavailable as of 5 p.m. on January 3

https://twitter.com/city_shibuya/status/1610196394211700741

Communications failure on the official Shibuya Ward website

https://www.city.shibuya.tokyo.jp/kusei/koho/website_syougai.html
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3. NTT-CERT Activities

❶ NTT-CERT's initiatives on risk assessment

NTT-CERT's initiatives on risk assessment1

Summary

■In recent years, there has been an increase in the number of cyberattacks and the damage they cause 

due to IoT devices connected to the network or the promotion of DX. To address them efficiently with 

limited resources, it is effective to perform security risk assessment in the system or service 

development phase.

■This section introduces NTT-CERT's research on risk assessment techniques.

Cyberattacks observed by NICTER over the past year

(The unit is billion packet)

(year)

2.1times

2.4times

1.2times

1.4times

1.5times

2.6times 

in 3 years
Cyberattacks are 

increasing every 

year

※until the
3rd quarter

【URL】Recent Trends of Cyberattacks by the Ministry of Internal Affairs and Communications on December 3, 2020, 
https://www.soumu.go.jp/main_content/000722477.pdf

What is security risk assessment?

To identify risks to assets to be protected and assess the probability of their occurrence and impact.

Effects of appropriate risk assessment

Efficiently utilize limited 
resources for measures

Determine priority items 
to be addressed

Identify high-impact 
risks

Issue recognition: Why is it difficult?

■To perform security risk assessment appropriately:

 Each process is difficult to understand and requires a wide range of security knowledge such as the latest threats

 A huge amount of time is required to assess security risks in a precise manner
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Developing cybersecurity human 
resources 56.2％

Reinforcement security monitoring 52.1％

Internal fraud countermeasures 50.5％

Difficulty in appropriate security risk assessment

Risk 
identification

Risk analysis

Risk 
assessment

Risk handling

Determining 
organization status

ISO31000 Risk Management Process
There are many guidelines and handbooks*1 that describe the procedure, 
but...

Since a security risk assessment 
requires a large burden and a high level 
of skills, appropriate personnel are 
especially short among a small number 
of security personnel.

It is difficult 
to determine the 

rational scope and 
granularity with limited 

resources

They are written 
abstractly, so a detailed 

procedure depends on the 
person in charge

Enormous work is 
required to faithfully 

execute each process

M
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Risk assessment

*²

（n＝313）

Security measures that require 
future investment

＊1 Examples

Guide for Conducting Risk Assessments (NIST SP 800-30)

Risk management - Risk assessment techniques JIS Q 31010:2012 (IEC/ISO 31010:2009)

Security Risk Assessment Guide for Industrial Control Systems 2nd Edition (IPA)

＊2 Recent trends in cyberattacks, the Ministry of Internal Affairs and Communications, December 3, 2020   

https://www.soumu.go.jp/main_content/000722477.pdf

Initiatives throughout FY2021

■The security risk assessment implementation techniques consist of a procedure manual and exercise 

materials to organize and popularize risk assessment procedures in system or service development.

System or service development Development 運用

Planning phase
Requirements 

definition phase
Design phase

Concept of a 
new service

Shore up security assessment skills through human resource development

Procedure 
manual

Main part (process explanations and key points) + appendix (templates and 

examples)
 Describes the differences in granularity to be implemented for each phase of system 

development.
 Provides implementation notes, key points, and specific examples based on the 

knowledge acquired through support experiences in risk assessment.

Exercise content designed for one-day group training
 Promote understanding of risk assessment procedures through exercises of possible cases.

Exercise 
materials

Security risk 
assessment 
implementation 
techniques

Promote understanding of risk assessment through practical exercises

Providing the 
secured service

Perform appropriate risk assessment from the planning phase
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Initiatives for FY2022

■In this fiscal year, we expanded the scope of the procedure manual to cover new system types, system 

development styles, and phases. We also added new items "Comparison between ESA and This 

Procedure," "System Diagram Template," and "List of Nodes, Functions, and Corresponding Threats" to 

the manual.

System type System development style

All system types 〇

Carrier network

◎
Internet publishing 
system (ICT system)

IoT system

Intranet
◎

Telework system

On-
premise

Using other 
companies' services※

New 
development ◎ ◎

Function 
addition ◎ ◎

※System development using other companies' clouds

Scope of the procedure

Added the left two 

system types 

Support the use of other 

companies' services 

◎System or service development

[Planning, requirements definition, and design phases]
○Development ○Operation

Added notes on parts of the 

development and operation phases
Other additional items

 Comparison between ESA and This Procedure

Describes which part of this procedure can be utilized when performing ESA (Enterprise Security Architecture).

 System Diagram Template and List of Nodes, Functions, and Corresponding Threats

Documents designed to save and streamline labor of preparation or consideration for security risk assessment in the 

requirements definition phase.

3. NTT-CERT Activities
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4. Trends in Vulnerabilities

NTT-CERT collects and analyzes vulnerability information from multiple information sources. 

The table below shows the main information sources and how they are utilized.

Information 
providing 
organization

Information title Summary and features Purpose of use

JPCERT/CC
and IPA

Undisclosed vulnerability 
information

Efforts to promote proper disclosure of vulnerability information 
and related information (patches, etc.) for vulnerabilities prior to 
public disclosure. Information is handled under strict 
confidentiality until public disclosure.

Provide information and mediation 
support to product development 
parties within the NTT Group.

Early warning/alert 
information in Information 
Security Early Warning 
Partnership

Provides vulnerability information to JPCERT/CC partnership 
members.

Share information with security-
related personnel within the NTT 
Group via e-mail, etc.

Japan Vulnerability Note (JVN)

Provides adjusted vulnerability information reported and 
coordinated by JPCERT/CC as pre-publication vulnerability 
information, as well as vulnerability information produced in 
cooperation with overseas coordinating organizations, such as 
CERT/CC.

Used for technical investigations 
within NTT-CERT, responding to 
queries to NTT-CERT, and providing 
information to security-related 
personnel within the NTT Group.

Accenture 
(Verisign)

IntelGraph (iDefense) 
Intelligence Report

An Accenture service providing vulnerability and threat 
information. Hitachi Systems, Ltd., is responsible for translation of 
the information into Japanese. Most of the information is publicly 
available, but it includes iDefense exclusive information, as well 
as information on affected products, exploit codes, vendor links, 
and other information that is useful for sharing with the business 
teams.

Used for technical investigations 
within NTT-CERT, responding to 
queries to NTT-CERT, and sharing 
vulnerability information related to 
particular NTT-CERT products. 
(Until January 24, 2023)

NIST
National Vulnerability 
Database (NVD)
(See next section onward)

One of the largest vulnerability information databases in the 
world. Covers CVE. Has related links for each CVE, maintained to 
provide the latest links to vendor advisories.

Used for technical investigations 
within NTT-CERT, responding to 
queries to NTT-CERT, and sharing 
vulnerability information related to 
particular NTT-CERT products. 
(Since January 25, 2023)

Published Vulnerability Information (Long-Term Trend in Number of Vulnerabilities Published in a Year)

Source: NVD (accounts for vulnerability information published within each year)

5187

7937
6487 6447

14646
16511 17305

18352
20136

25087
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30000
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Long-Term Trend in the Number of NVD Vulnerabilities Published in a Year

In last year's edition, we stated that NVD's report is a superior information source in terms of coverage of its target 

products. This year we conducted a trend analysis based on NVD information. The upward trend in the number of cases, 

which started in 2017, continued in 2022, with the number exceeding 25,000 cases.



3

49

N
T

T
-C

E
R

T
a

n
d

N
T

T
G

ro
u

p
A

c
tiv

itie
s

Number of Browser Software Vulnerabilities
NVD information (January 1 to December 31 for both 2022 and 2021)

●Trend analysis
The data is compiled for information first published in 2022 and 2021, respectively.

Google Chrome and Mozilla Firefox remained first and second, respectively, without a significant change in the 

numbers. (For Firefox, the number is combined with that of Thunderbird as it is difficult to count them separately.)

In 2022, Google Chrome continues to lead the largest share of the browser software market as in the previous year, and 

the number of vulnerabilities is synchronized with their market share.
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Google Chrome Firefox (including Thunderbird) Microsoft Edge

2022 2021

Number of Typical Terminal Software Vulnerabilities (Excluding Browser Software)
NVD information (January 1 to December 31 for both 2022 and 2021)

●Trend analysis
The data is compiled for information first published in 2022 and 2021, respectively.

In 2022, Adobe Acrobat Reader ranked top, following the previous year, and the number of published vulnerabilities in 

Adobe's terminal software was high in general. Meanwhile, Foxit PDF Reader remained in third place from 2021. 

The most distinctive result in 2022 was Vim, which came in second. The reason for the large number of vulnerabilities 

in Vim could be because it has been ported to various operating systems, especially Unix-based ones, or because it is 

open source. However, the exact reason is unknown.

0

20

40

60

80

100

120

140

Acrobat

Reader

vim Foxit PDF

Reader

Adobe

Experience

Manager

Microsoft

Office

Adobe

Bridge

Adobe

Photoshop

Microsoft

SharePoint

2022 2021

4. Trends in Vulnerabilities
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Number of OS Vulnerabilities
NVD information (January 1 to December 31 for both 2022 and 2021)

●Trend analysis
The data is compiled for information first published in 2022 and 2021, respectively.

In 2002, the number of vulnerabilities in Android OS was quite high, with 918. Microsoft Windows vulnerabilities 

(including 30 in the kernel) and Apple's macOS and other vulnerabilities ranked second and third, respectively, 

switching places from 2021.

In 2022, Juniper Junos OS ranked fifth, the highest among router operating systems. However, the number of 

vulnerabilities in these router operating systems was generally far smaller than those in the top four computer-based 

operating systems.
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Number of Vulnerabilities in Other Application Software, etc. 
（Excluding CMS and Online Management Systems）

NVD information (January 1 to December 31 for both 2022 and 2021)

●Trend analysis
The data is compiled for information first published in 2022 and 2021, respectively.

In 2022, the number of Jenkins vulnerabilities significantly increased to 383, finishing first.

TensorFlow, Oracle MySQL, and Gitlab saw a slight decline but remained second, third, and fourth, respectively.

The number of vulnerabilities in CMS and online management systems is not mentioned in this list, but CMS 

experienced a drastic rise in the number of WordPress plugin vulnerabilities, from 918 in 2011 to 1,641 in 2022. The 

figure is much lower than WordPress, but more than 50 types of CMS vulnerabilities were published. Another noticeable 

point in 2022 was that vulnerabilities were discovered in a wide range of online management systems (library, medical, 

sports, food, agriculture, travel, warehousing, amusement, etc.).
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Addition to NVD's information and migration to API 2.0

We changed the vulnerability information source for the vulnerability information distribution service by 

system from Accenture's IntelGraph to the NVD on January 25, 2023. 

In 2022, the NVD linked and added the Known Exploited Vulnerabilities (KEV) information from the 

Cybersecurity & Infrastructure Security Agency (CISA) and started the migration process from the existing 

API 1.0 to API 2.0.

Since the NVD is a widely used information source, this section provides its summary as reference 

information.

Linkage and addition of CISA's KEV information

The NVD added information to its CVE detail pages to identify 

vulnerabilities appearing in CISA*¹'s Known Exploited Vulnerabilities 

(KEV) Catalog. The detail pages for CVEs not appearing in the catalog 

remain the same. This information is also available with new APIs 

released in late 2022.

CISA strongly recommends that all organizations review and monitor the 

KEV Catalog and prioritize remediation of the listed vulnerabilities to 

reduce the likelihood of compromise by known threat actors.

All federal civilian executive branch agencies are required to remediate 

vulnerabilities in the KEV Catalog within the specified time frame under 

the Binding Operational Directive (BOD) 22-01. 

Although not bound by BOD 22-01, it also states that all organizations, 

including those in state, local, tribal, and territorial (SLTT) governments 

and private industry, can greatly strengthen their security by prioritizing 

the remediation of the vulnerabilities listed in the KEV Catalog.

Example of an NVD detail page: Enclosed in red box

＊1 CISA (Cybersecurity and Infrastructure Security Agency) is an external agency under the United States Department of Homeland Security (DHS) that is

tasked with promoting cybersecurity and physical security, improving their levels, and reducing their risks at the national level.

The first vulnerability information was added to CISA's Known Exploited Vulnerabilities (KEV) Catalog on November 

3, 2021, and a total of 888 vulnerabilities have been added as of February 27, 2023, with an average of about 59 

vulnerabilities published per month.

The KEV Catalog is available in HTML at the following URL and also downloadable in CSV and JSON formats:
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

The following is an example of part of the file downloaded in CSV.

4. Trends in Vulnerabilities
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The table below shows the correspondence between the KEV Catalog and the cases handled through threat 

information sharing, an activity to share information on significant vulnerabilities for NTT Group companies. 

The following picks out threats found during the period from October 2021, a month before the first addition to the 

KEV in November 2021, to December 2022. Of the 13 threats, six, approximately half, are listed in the KEV Catalog.

This does not lead us to any conclusion because of the small sample size. 

There are some differences in points of view between cases recommended for priority actions by CISA and those by 

the NTT Group, but it suggests that the listed cases are all serious vulnerabilities.

Threat information type and project name CVE-ID
Threat 

information 
sent date

Listed in KEV 
Catalog

Date added to 
Catalog

[Warning: Publishing system] Path traversal vulnerability in Apache 
HTTP Server (CVE-2021-41773)

CVE-2021-41773 2021/10/6 Yes 2021/11/3 (*)

[Warning: Publishing system] Path traversal vulnerability and remote 
code execution vulnerability in Apache HTTP Server (CVE-2021-
41773/CVE-2021-42013)

CVE-2021-42013 2021/10/8 Yes 2021/11/3 (*)

[Caution: Publishing system] Code execution vulnerability in Oracle 
WebLogic Server (CVE-2018-8088, CVE-2021-35617)

CVE-2018-8088 2021/10/20 No

[Caution: Publishing system] Code execution vulnerability in Oracle 
WebLogic Server (CVE-2018-8088, CVE-2021-35617)

CVE-2021-35617 2021/10/20 No

[Warning: Non-publishing system] RCE vulnerability in Apache log4j 
(CVE-2021-44228) 

CVE-2021-44228 2021/12/13 Yes 2021/12/10

[Caution: Publishing system] Multiple vulnerabilities in Oracle 
WebLogic Server (CVE-2022-21306, CVE-2022-21371)

CVE-2022-21306 2022/1/19 No

[Caution: Publishing system] Multiple vulnerabilities in Oracle 
WebLogic Server (CVE-2022-21306, CVE-2022-21371)

CVE-2022-21371 2022/1/19 No

[Warning: Publishing system] Remote code execution vulnerability in 
Spring Framework (also known as Spring4Shell)

CVE-2022-22965 
(found on April 1)

2022/3/31 Yes 2022/4/4

[Caution: Publishing system] Code execution vulnerability in Oracle 
Coherence (CVE-2022-21420)

CVE-2022-21420 2022/4/20 No

[Caution: Publishing system] iControl REST authentication bypass 
vulnerability in F5 BIG-IP (CVE-2022-1388)

CVE-2022-1388 2022/5/6 Yes 2022/5/31

[Caution: Publishing system] SQL injection vulnerability in web 
framework Django (CVE-2022-34265)

CVE-2022-34265 2022/7/6 No

[Caution: Publishing system] Authentication bypass vulnerability in 
Citrix Gateway and Citrix ADC (CVE-2022-27510)

CVE-2022-27510 2022/11/9 No

[Caution: Publishing system] Buffer overflow vulnerability in FortiOS
SSL-VPN (CVE-2022-42475)

CVE-2022-42475 2022/12/13 Yes 2023/1/3

Migration to API 2.0

The migration from the existing API 1.0 to API 2.0 includes significant backend changes to support increasing 

requests due to the growing number of users, as well as additional enhancements to make the APIs easier to use and 

more secure. One example is the parameters used to search for products using CISA's Known Exploited 

Vulnerabilities (KEV) mentioned in the previous slides.

The NVD plans to make all data that is accessible by website users available through APIs. The 2.0 APIs include 

significant additions to the default content returned by each API, as well as new APIs dedicated to CVE change 

history.

See https://nvd.nist.gov/general/news/api-20-announcements for details and 

https://nvd.nist.gov/developers/vulnerabilities for the API specifications.

Regarding the migration schedule, the 2.0 APIs were released in an open beta in September 2022 and exited the open 

beta period in January 2023. The NVD plans to retire all legacy data feeds and the 1.0 APIs in September 2023.

For details on the schedule, please see the timeline information at https://nvd.nist.gov/general/news/change-timeline.
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NTT-CERT was established in 2004 as a pioneering CSIRT for Japanese 

companies. Since then, it has served as a representative CSIRT for NTT 

Group, supporting each operating company within the Group in improving 

security capabilities and responding to incidents, and acting as the 

Group's representative contact point for external parties. Thanks to these 

contributions, NTT Group as a whole was able to soundly develop its 

CSIRT activities and security capabilities.

In the shift to a “remote standard” work style triggered by the COVID-19 

pandemic, and the revision of the NTT Group Security Rules that support 

the shift, we were able to establish a policy of having major operating 

companies play a core role in the security governance of more than 900 

Group companies. This, too, is the result of having developed mature 

security capabilities in operating companies through approximately 20 

years of NTT-CERT activities.

NTT Group CISO
Shinichi Yokohama 

Collaboration of NTT Group Companies and NTT-CERT

5. One NTT in Cybersecurity and Expectations for NTT-CERT

However, the external threat environment does not allow us to remain in the status quo. Cyberattacks are 

incorporated into wars and conflicts, and technological advances such as AI benefit attackers. NTT 

Group’s cybersecurity is also expected to progress and evolve continuously. As NTT Group becomes a 

global enterprise, it is necessary to elevate its cybersecurity to world-class level. In addition, NTT Group's 

Medium-Term Management Strategy calls for investments in growth areas totaling 8 trillion yen over the 

next five years. Many of these areas are new to NTT Group, such as green energy, life sciences, and 

semiconductors. Thus, the Group lacks security expertise in these areas. Ensuring security in these new 

business areas is also a challenge.

NTT-CERT has already started moving toward a new horizon with a view to addressing these new 

challenges facing the entire NTT Group. Specifically, it is working on (1) research and development of 

next-generation CSIRT technology, and (2) value creation by utilizing NTT-CERT assets. Research and 

development of next-generation CSIRT technology is aimed at improving the efficiency of responses to 

standard events and establishing methods for responding to sophisticated attacks backed by state actors. 

Value creation by utilizing NTT-CERT assets involves efforts to develop new human resources and create 

use cases for business collaboration.

However, will these be enough to take NTT Group’s cybersecurity to world-class level? When I ask myself 

as this question as the Group CISO, my answer is “no.” For example, NTT Group is becoming a global 

company, with 20% of its sales coming from, and more than 40% of its employees working, overseas. 

Globalization is also vital to the Group's CSIRT activities. In the United States, the Securities and 

Exchange Commission (SEC) requires entities to disclose substantial cyber incidents within 72 hours. As 

NTT Group does not issue securities in the United States, it does not need to respond immediately. 

However, this trend will eventually become common in Japan and Europe as well. In such cases, it may be 

necessary for NTT Group, instead of its individual operating companies, to disclose information. In 

addition, NTT was the first Asian company to participate in the Joint Cyber Defense Collaborative (JCDC), 

a threat information-sharing program led by the U.S. Department of Homeland Security. Unprecedented 

speed is required for utilizing threat information and cooperating with parties outside NTT Group.

Such challenges in realizing world-class security for NTT Group pose a challenge for the Group as a 

whole. Therefore, solutions should be considered and implemented not only by NTT-CERT but also by the 

entire group. I would like to lead these efforts as the Group CISO. I hope that NTT-CERT will play a major 

role in this process.
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❶ Cybersecurity Response at the G7 Hiroshima Summit

❷ West Japan Cybersecurity Grand Prix

Cybersecurity Response at the G7 Hiroshima Summit1

Basic Information on the G7 Hiroshima Summit

This section introduces the activities of the cyber organization of NTT West in relation to the G7 

Hiroshima Summit, held from May 19 to 21, 2023. The G7 Summit is an annual international conference 

attended by the leaders of the seven member countries, namely France, the United States, the United 

Kingdom, Germany, Japan, Italy, Canada (in order of rotating presidency), and the European Union (EU). 

The 2023 G7 Summit was held in Hiroshima.

Cybersecurity Response System at the G7 Hiroshima Summit

As a cybersecurity response system, the Cyber Management Team was set up within the Response 

Headquarters of NTT West to establish a security information sharing network with NTT Group companies 

and external organizations for the early detection of cyberattack trends and quick response. 

Furthermore, the Cybersecurity Operation Center (CSOC), which is also an organization of the Computer 

Security Incident Response Team (CSIRT) of NTT West, strengthened its monitoring system by assigning 

dedicated G7 responders (24-hour system) in addition to the regular monitoring system.

Under the cyber security response system described above, we conducted multiple incident response 

exercises to list the security measure status of our own systems and response methods for possible 

attacks, and to verify the feasibility of prompt incident response and cooperation among NTT Group 

companies.

Initiatives of Particular Focus

Dealing with DDoS attacks

Cyberattacks on national events will likely include DDoS attacks, information leaks via fake public Wi-Fi, malware 

infections via phishing e-mails (targeted e-mails), dissemination of false information by exploiting social media, and 

supply chain attacks via event-related organizations. Against this backdrop, we strengthened the following measures 

to guard against DDoS attacks in particular.

 Monitoring traffic conditions with monitoring equipment (early detection of abnormal traffic volume compared to normal times)

 Control through anti-DDoS devices and WAF (controlling access counts exceeding the standard)

 Review of server equipment settings (limiting the access count from the same IP address, setting a timeout)

Although our own systems were not affected by DDoS attacks, the Hiroshima City website became temporarily 

inaccessible on May 20, 2023. The Hiroshima Prefectural Police announced that there was a possibility of an external 

DDoS attack. At the same time, CSOC also became aware of the incident and shared information with the relevant 

organizations, investigated claims of responsibility on the Hiroshima City website through OSINT activities, and 

investigated other related organizations for any signs of attacks. While a post which could be inferred to be a claim of 

responsibility for the incident was found, its authenticity could not be confirmed.

About OSINT activities

CSOC conducts OSINT (Open Source Intelligence) activities to proactively collect information on information leaks 

and threat warnings related to NTT West, as well as vulnerabilities in systems used in-house, with the aim of 

preventing incidents, responding quickly, and minimizing damage in the event of an incident.

In normal times, it prepares investigation lists for each information category, such as security news, threat 

information, and vulnerability information, and gathers information. It uses X (formerly Twitter) to ensure quality and 

improve the efficiency of investigations, and conducts additional investigations if details need to be verified. At the 

G7 Hiroshima Summit, CSOC increased the number of personnel and response time involved in OSINT activities and 

strengthened information gathering on hacktivists, among other activities.
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Outline of OSINT investigations

Reflecting on the G7 Hiroshima Summit and Looking Ahead to Expo 2025 Osaka, Kansai, Japan

Following the G20 Osaka Summit in 2019, a Cyber Management Team dedicated to cyber response was 

set up within the Response Headquarters to facilitate the swift establishment of a network linking NTT 

Group and external organizations, thereby achieving smooth incident response through advance 

preparation and training. In addition, we were able to verify the importance of measures against DDoS 

attacks, which were strengthened this time, and that of boosting OSINT activities (for example, expanding 

information source, saving labor in collecting information, and training and increasing personnel).

Based on the above review, we will keep the following points in mind as we work toward Expo 2025 Osaka, 

Kansai, Japan.

 Maintaining a long-term cybersecurity response system

We will establish a labor-saving system that will be available over the long period of the event, from April 13 to 

October 13, 2025.

 Strengthening group governance to accelerate initial response

As this is an extremely large event and involves a wide range of related organizations, including our own Group and 

customers, we will further strengthen group governance.

 Strengthening risk monitoring based on geopolitical risks

Since this is a high-profile national event, we will strengthen risk monitoring, taking overseas and geopolitical 

situations into consideration.

West Japan Cybersecurity Grand Prix2

Holding One of the Largest Cross-Regional Security Events in West Japan

NTT West is engaged in activities to enhance its presence with the aim of strengthening the image of 

“NTT West = Security” in society.

The West Japan Cybersecurity Grand Prix is an event that NTT West brought to the Ministry of Internal 

Affairs and Communications, and realized as a part of activities to enhance its presence. It was held at 

five venues nationwide and online. More than 500 participants, mainly students and young working adults, 

participated, making it the largest security event of this fiscal year.

5. One NTT in Cybersecurity and Expectations for NTT-CERT
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The curriculum included the CTF event, “80%-Solvable CTF WEST-SEC CTF,” hosted by volunteer 

members of NTT West, which was designed to help people learn proactively about security while having 

fun. CTF stands for “Capture The Flag,” a game-style competition popular in the cybersecurity field. 

It is generally aimed at people with confidence in their skills, and is characterized by an extremely high 

level of difficulty. On the other hand, WEST-SEC is designed to be enjoyed by a wide range of people, from 

security beginners to those with more experience, as the difficulty level of its questions is adjusted to be 

relatively easy, and teams of three to four people can participate while discussing.

Event overview

 Date: Saturday, June 10, 2023

 Venue: Five venues, namely Kinki (Osaka), Hokuriku (Kanazawa), Chugoku (Hiroshima), Shikoku (Tokushima), 

Kyushu (Kumamoto) + Online

 Participants: Students and young working adults More than 500 (77 in Osaka, 77 in total at four other venues, and 416 

online)

Event curriculum (NTT West was in charge of the parts highlighted in yellow)

Scenes from each venue

 Hiroshima venue (CTF in progress)  Tokushima venue (Exchange session)

Reflections

An analysis of the results of the post-training questionnaire revealed that 85% of the respondents, on average, were 

satisfied, indicating that it was very effective for those with little security experience. Particularly with regard to the 

CTF, 57% of the respondents answered that they were “very satisfied”, the highest among the various curricula.

These results suggest that a high degree of satisfaction was attributable not only to the lectures, but also to the 

hands-on experiences with actual equipment and the events that allowed proactive participation in the form of 

games.



3

57

N
T

T
-C

E
R

T
a

n
d

N
T

T
G

ro
u

p
A

c
tiv

itie
s

High percentage of respondents 

who answered “very satisfied”

【Feedback received through the questionnaire】

・It was easy even for beginners to participate, and I enjoyed myself.

・Events where we can learn practical and specialized contents, and which do not screen and select participants, 

are valuable, so I hope that this will continue to be held in the future. 

・Please hold more events that defy conventional wisdom and stimulate intellectual curiosity.

（Contributed by NIPPON TELEGRAPH AND TELEPHONE WEST CORPORATION, NTT FIELDTECHNO CORPORATION, and NTT BUSINESS SOLUTIONS）

5. One NTT in Cybersecurity and Expectations for NTT-CERT
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Cybersecurity Topics and Technological Trends in FY20224
Chapter 4 describes important topics related to cybersecurity that became issues in FY2022.
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1. Russia’s Invasion of Ukraine and Cyber Trends

Overview

【1】Cyber Trends before Russia’s Invasion of Ukraine

【2】Cyberattacks shortly after Russia’s invasion of Ukraine

【3】Related trends after Russia’s invasion of Ukraine

【4】Cyberattacks related to Russia’s invasion of Ukraine since April

【1】Cyber Trends before Russia’s Invasion of Ukraine

Attacks on the Ukrainian government using the WhisperGate malware were observed in January, shortly 

before the Russian invasion of Ukraine began. 

Around the time of the invasion in February, more cyberattacks were observed. 

On February 24, 2022, the Ukrainian government’s recruitment of volunteers with hacking skills was 

reported, giving this conflict the appearance of hybrid warfare.

Related to cyberattacks on Ukraine in January1

Cyberattacks accompanying Russia’s invasion of Ukraine2

Cyber-related reactions to Russia’s invasion of Ukraine 3

Warning message to Ukrainians
〈URL〉
https://www.bbc.com/news/world-europe-59992531 

■On January 13, 2022, media outlet CyberScoop reported that, with the prospect of increased Russian 

pressure on Ukraine, the Biden administration is concerned about Russian cyberattacks on the United 

States and its allies.

■On January 14, 2022, the BBC reported that dozens of official Ukrainian government websites had 

been hit by a massive cyberattack on the same day, temporarily taking down about 70 government 

websites. According to the report, before the sites went offline, a message was displayed warning 

Ukrainians to “prepare for the worst.” Access to most of the sites was restored within a few hours.

In January 2022, various media and security companies reported information related to 

cyberattacks carried out by Russia on Ukraine.

 The United States and NATO condemned the attack and offered support to Ukraine. Russia has not 

commented on the hack.

 Experts from the Ukrainian information ministry pointed out that the Russian media had reported news about 

the attack before Ukrainian news reports were released.

 The same experts alleged that the attack was related to Russia’s failure in 

recent talks with NATO over Ukraine.

Related to cyberattacks on Ukraine in January1

■On January 15, 2022, Microsoft reported on destructive malware

deployed in a cyberattack that occurred on January 14, targeting 

the Ukrainian government and related organizations. 

The malware was disguised as ransomware, but, once activated 

by an attacker, it made the infected computer inoperable.

The activity, which the company named DEV-0586, had no 

association with any known group.

 The malware reported here was detected as WhisperGate in Microsoft 

Defender Antivirus and Microsoft Defender for Endpoint.
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■On January 18, 2022, media outlet The Hacker News reported that, on January 14, a Ukrainian 

government website had been tampered with, and the WhisperGate malware deployed on the system.

It is said to be aimed at destroying critical infrastructure in the country. SBU*¹ reported that the 

attack took advantage of the vulnerabilities in the site’s content 

management system OctoberCMS and Log4j, and also made use 

of a compromised employee account at a development company.

Presidents of Ukraine and Russia

〈URL〉
https://thehackernews.com/2022/01/ukraine-recent
-cyber-attacks-part-of.html 

■On January 19, 2022, U.S. White House Press Secretary Jen Psaki

announced that President Biden had demonstrated a clear stance 

toward the Russian President that the United States and its allies 

would take immediate and severe action, in solidarity, if any 

Russian military forces moved across the Ukrainian border. 

It is also stated that the military action includes cyberattacks.

■On January 20, 2022, the Office of Foreign Assets Control (OFAC) 

under the U.S. Department of the Treasury announced that it had 

sanctioned four Ukrainians for their involvement in activities 

directed by the Russian government to destabilize Ukraine. The 

four had spread disinformation about the Ukrainian government 

and provided information about critical infrastructure to Russia.

■On January 21, 2022, Cisco Talos revealed details about malware 

detected at a Ukrainian government agency when the agency’s 

website was tampered with on January 14, 2022.

 The malware, called “WhisperGate,” was similar to NotPetya, which 

was deployed in an attack on Ukraine in 2017 to sanction the country, 

in that it destroys the MBR*² under the guise of ransomware.

■On January 31, 2022, Broadcom Software’s Symantec Threat 

Intelligence Team reported that the Russian-linked group 

Shuckworm*³ continues to conduct cyber espionage attacks on 

targets in Ukraine. In recent months, the group claims to have 

found evidence of attempted attacks on a number of 

organizations in Ukraine.

＊1 Security Service of Ukraine

＊2 master boot record

＊3 Also known as Gamaredon or Armageddon The Ukrainian coat of arms and a ransom 
note 

〈URL〉
https://blog.talosintelligence.com/2022/01/ukraine-
campaign-delivers-defacement.html

■Ukraine’s State Service of Special Communications and 

Information Protection (SSSCIP) revealed on February 16, 2022, 

that the Ukrainian Armed Forces, the Ministry of Defense, and 

two major state-owned banks were hit by a massive DDoS attack 

on February 15.

Cyberattacks on Ukraine were confirmed around the time of Russia’s invasion of Ukraine 

on February 24, 2022. It has become a hybrid war in combination with conventional 

warfare.

 According to a report by security firm Recorded Future, there was a 

massive DDoS attack targeting the Ukrainian Armed Forces, the 

Ministry of Defense, public radio, and major state-owned banks 

Privatbank and Oschadbank, with some services going down for two 

hours.

 According to Recorded Future’s report, the bank’s spokesperson had 

announced to local media that on the same day, prior to the DDoS 

attack, some Privatbank users received fake SMS messages 

purporting to be from the bank, informing them that ATMs had 

stopped functioning.

Cyberattacks accompanying Russia’s invasion of Ukraine 2

SMS message

〈URL〉
https://cyberpolice.gov.ua/news/kiberpolicziya-vsta
novlyuye-osib-prychetnyx-do-rozsylannya-sms-povid
omlen-shhodo-zboyiv-u-roboti-bankomativ-7072
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1. Russia’s Invasion of Ukraine and Cyber Trends

■On February 25, 2022, Ukrainian officials said that Belarusian state-sponsored hackers were 

attempting to compromise the email accounts of Ukrainian military personnel.

■On February 23, 2022, immediately prior to Russia’s invasion of Ukraine, several security agencies 

reported that computer networks in Ukraine had been attacked by a new wiper malware, 

HermeticWiper, also known as FoxBlade.

 On the 24th, Slovak security company ESET tweeted about an attack on hundreds of machines.

 Prior to the attack, several Ukrainian websites were also hit by DDoS 

attacks.

 The timestamp on the confirmed samples was December 28, 2021.

 The binary was signed with a code-signing certificate from Hermetica

Digital Ltd.

 The attacker appears to have taken control of the Active Directory 

server beforehand.

 On the 24th, Symantec, Broadcom’s security division, pointed out that 

the attackers appeared to have successfully gained initial access to 

the target system on December 23, 2021.

 It was accompanied by DDoS attacks on government websites, the 

use of ransomware, and other attacks that appear to have been 

decoys, and it is believed that the attackers were trying to hide the 

wiper functionality.

 Attacks were also confirmed in Lithuania and Latvia.

 On the 25th, security firm Trellix tweeted that the malware’s target organizations appeared to overlap with the 

targets of the January 2022 WhisperGate attack.

Documents demanding ransom for decoy 
ransomware attacks

〈URL〉
https://symantec-enterprise-blogs.security.com/blog
s/threat-intelligence/ukraine-wiper-malware-russia

■On February 14, 2022, the Security Service of Ukraine (SBU) stated that the country has become a 

target for hybrid warfare, a combination of regular warfare, irregular warfare, cyber warfare, and 

information warfare undertaken by military forces.

In response to the Russian invasion on February 24, 2022, the Ukrainian government 

positioned the conflict as a hybrid war and took a stand against it by aligning itself with 

hackers from the private sector. All countries are wary of the ripple effects.

Cyber-related reactions to Russia’s invasion of Ukraine 3

 It stated that Ukraine is confronting attempts to sow the seeds of panic, spread disinformation, and distort 

reality.

 According to the SBU, the attackers’ motives were to instill insecurity in society, undermine confidence in the 

state’s ability to protect its citizens, and destabilize national unity.

■On February 16, 2022, the U.S. CISA issued Alert AA22-047A, stating that Russian threat actors are 

targeting U.S. defense contractor networks in attempts to obtain sensitive defense information and 

technology.

 The relevant organizations were asked to apply the recommended mitigation measures.

■On February 18, 2022, the UK government announced that the 

GRU, the Main Intelligence Directorate of the General Staff of the 

Armed Forces of the Russian Federation, was involved in DDoS 

attacks on Ukraine’s financial sector conducted on February 15 

and 16.

 The government also expressed its support for Ukraine.
Sensitive information targeted

〈URL〉
https://www.cisa.gov/uscert/ncas/alerts/aa22-047a■On February 22, 2022, the Ministry of National Defense of 

Lithuania posted on Twitter that, in response to Ukraine’s 

request, it was deploying a Lithuanian-led Cyber Rapid Response 

Team (CRRT) to help Ukrainian government agencies deal with 

the growing cyber threat.

 The CRRT was formed as a new team of eight to 12 experts from six EU countries, including Croatia, Poland, 

Estonia, Romania, and the Netherlands.

 The bank had not sent the message, and ATMs were functioning.

 The message did not contain a phishing link, and the Cyber Police of Ukraine pointed to the possibility of an 

information attack aimed at causing confusion.
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■On February 22, 2022, the U.S. Department of the Treasury announced that it will impose economic 

sanctions for Russia’s decision on February 21 to recognize the independence of the pro-Russian 

Donetsk People’s Republic and Lugansk People’s Republic, and to deploy troops to those regions.

 To counter Russian aggression against its neighbors, sanctions will be 

imposed on the major financial institutions that provide funding, the 

Russian state-owned banks VEB*¹ and PSB*², as well as their 42 

subsidiary banks.

 VEB is an important financial institution for Russia’s financing 

capabilities, while PSB is an important financial institution for 

Russia’s defense sector.

 The sanctions prevent VEB and PSB from conducting business in 

the U.S., and cut them off from the U.S. financial system.

■On February 23, 2022, the Australian Cyber Security Center called 

for stronger countermeasures against the heightened cyber 

threat situation across the globe.

■On February 24, 2022, media outlet Reuters reported on the 

Ukrainian government’s recruitment of volunteers with hacking 

skills.

＊1 State Development Corporation VEB.RF, formerly State Corporation “Bank for

Development and Foreign Economic Affairs (Vnesheconombank)”

＊2 Public Joint-Stock Company Promsvyazbank

CRRT

〈URL〉
https://twitter.com/Lithuanian_MoD/status/149607
8679960702978

 In a hacker forum engaged in cyber espionage activities and the 

defense of critical infrastructure from the Russian military, the 

message “Ukraine’s cybercommunity! It’s time to get involved in the 

cyber defense of our country” was posted, calling for volunteers to 

assist Ukraine.

 Yegor Aushev, co-founder of the Kyiv-based security firm Cyber Unit 

Technologies, who posted the message, said the request had come 

from a high-ranking official of the Ukrainian Defense Ministry.

 Defensive units will engage in activities to defend infrastructure such 

as power plants and water systems.

 Offensive units will engage in digital espionage activities against the 

invading Russian forces.

■On February 26, 2022, the U.S. FBI and CISA jointly issued Alert 

AA22-057A for WhisperGate and HermeticWiper, two types of 

destructive malware used in attacks on Ukraine.
 The report pointed out that the attacks could lead to a direct threat to 

an organization’s operations by impairing the availability of critical 

assets and data, and called for increased vigilance, as the effects of 

the ongoing attacks on Ukraine could spread to other countries.

AA22-057A

〈URL〉
https://www.cisa.gov/uscert/ncas/alerts/aa22-057a

【2】Cyberattacks shortly after Russia’s invasion of Ukraine

After Russia’s invasion of Ukraine, not only attacks by the Russian camp but also attacks against Russia 

by hacktivists were observed. Phishing using Russia’s invasion of Ukraine as a lure and piggyback attacks 

targeting people involved in refugee and immigrant issues were also confirmed.

Cyberattacks on the Ukrainian camp in March1

Cyberattacks on the Russian camp2

Cyberattacks taking advantage of Russia’s invasion of Ukraine3
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■A number of attacks by Russia and Belarus, targeting Ukraine, have been reported.

Since Russia’s invasion of Ukraine on February 24, 2022, there have been various 

ongoing cyberattacks on Ukraine. Critical infrastructure, such as satellite positioning 

systems and communication networks, have also been attacked.

 In late February and early March 2022, Ukraine’s CERT-UA and Google Inc. reported that a credential phishing 

attack against Ukraine had been confirmed.

Cyberattacks on the Ukrainian camp 1

 Attacks by Russian threat actor Fancy Bear and Belarusian threat 

actor Ghostwriter, targeting users of Ukrainian webmail ukr.net and 

other sites, were reported.

 The Ghostwriter attack also targeted the governments and military 

forces of Ukraine and Poland.

 The phishing email had originated from a compromised account.

Ukr.net users targeted

〈URL〉
https://www.facebook.com/UACERT/posts/3174820
93744389 

 On March 15, 2022, ESET reported that dozens of organizations in 

Ukraine had been hit by the destructive malware CaddyWiper. 

 It was deployed using the same method as HermeticWiper, which 

was identified when the Russian invasion began.

 The attacker appeared to have compromised the system beforehand.

 Ukraine’s CERT-UA reported multiple attacks that installed backdoors.

 On March 7, 2022, CERT-UA reported an attack by Ghostwriter to 

infect the backdoor Microbackdoor with a malicious ZIP file named 

“dovidka.zip.”

• Attacks have been confirmed since late February 2022.

• The initial access route is unknown.

 On March 15, 2022, CERT-UA reported an attack by Russian threat 

actor UAC-0056, also known as EMBER BEAR. This attack infected 

the backdoors GrimPlant and GraphSteel with fake Ukrainian 

translation software.

• According to SentinelOne, the attack has been confirmed since 

February 13, 2022.

• According to CrowdStrike, the attackers are exploiting the access 

rights and information they have obtained to wage information 

warfare aimed at weakening Ukraine’s resistance to Russian 

cyberattacks.

 On March 18, 2022, CERT-UA reported a phishing email attack by 

Russian threat actor UAC-0035, also known as InvisiMole, infecting 

the backdoor LoadEdge with a malicious file attachment.

Fake translation software

〈URL〉
https://www.sentinelone.com/blog/threat-actor-uac
-0056-targeting-ukraine-with-fake-translation-softw
are/

■Numerous attacks on Ukraine have been confirmed, although the identity of the attacker is not 

known.

 On March 4, 2022, Ukraine’s information and communications 

authority, SSSCIP, warned that a local government website had been 

hacked.

 It alleged that a document had been displayed stating that the 

Ukrainian army had surrendered, which was misinformation.

 A number of DDoS attacks targeting Ukrainian organizations have 

been reported.

 Google Inc. has reported DDoS attacks on the information websites 

of the Ukrainian Ministry of Foreign Affairs and Ministry of Internal 

Affairs since Russia’s invasion of Ukraine.

 A script was inserted into U.S. company Informa’s website to carry 

out DDoS on Ukraine-related domains.

 On March 15, 2022, Aqua reported that codes and tools 

stored in public repositories such as DockerHub were being 

used by governments, hacktivist groups, and individuals in 

both camps.

• Of these, 40% were utilized for DDoS attacks.

Warning of misinformation

〈URL〉
https://twitter.com/dsszzi/status/149942145125391
1556

1. Russia’s Invasion of Ukraine and Cyber Trends

 On March 28, 2022, Fortinet reported an attack in which a phishing email posing as an invoice from a fuel 

supplier in Kyiv, Ukraine, had infected a user with the Trojan horse IcedID.
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■Attacks targeting critical infrastructure in Ukraine have been confirmed. 

The attacker has not been identified.

 The EU’s aviation authority warned in a preliminary report on March 17, 2022, following reports from other 

authorities, that the jamming and spoofing of the satellite positioning system GNSS have been observed 

around the conflict zones since Russia’s invasion of Ukraine on February 24, 2022, and that this trend may 

increase in the future.

 KA-SAT SATCOM terminals were reported to have been shut down in several European countries 

simultaneously with Russia’s invasion of Ukraine on February 24, 2022.

 The attack on Eutelsat modems in Ukraine, intended to target 

citizens using satellite broadband services, appears to have had a 

ripple effect on other countries.

 The U.S. NSA, French ANSSI, and Ukrainian information authorities 

are investigating whether this attack was perpetrated by a Russian 

threat actor aiming to block server communications on the battlefield.

 It is believed that AcidRain, a new wiper malware that wipes 

modems and routers and which shares similarities to 

Russian VPNFilter, was used in this attack.

 On March 28, 2022, Ukraine’s information and communications 

authority, SSSCIP, reported on a massive cyberattack on the 

state-run telecommunications operator Ukrtelecom. According to 

the SSSCIP, the attack was neutralized and the services were 

continued.

The KA-SAT network in Europe

〈URL〉
https://www.reversemode.com/2022/03/satcom-ter
minals-under-attack-in-europe.html

■The Ukrainian government is using non-government hackers and authentication technology to carry 

out attacks and defend itself.

A number of cyberattacks targeting Russia, carried out by forces opposed to the invasion 

of Ukraine, have been confirmed. In addition to attacks carried out by the Ukrainian state, 

hacktivist attacks were also prominent.

 The Ukrainian government has recruited an IT Army of hacktivists and called on it to attack Russia.

Cyberattacks on the Russian camp 2

 On February 27, 2022, Ukraine’s Vice Prime Minister Fedorov used the Telegram channel to appeal for cyber 

specialists with digital skills to provide support in activities to protect the country’s critical infrastructure and 

services from attack.

Tweet recruiting people to join the IT Army

〈URL〉
https://twitter.com/FedorovMykhailo/status/149764
2156076511233

 It reported comments from the CEO of Clearview AI.

 It is not completely clear why they are using it.

• According to media outlet Reuters, 31 Russian websites were indicated as attack targets.

 On March 3, 2022, Reuters reported the addition of the Belarusian 

rail network, Russian telecommunications companies, and the 

Russian-made satellite navigation system GLONASS, to the list of 

attack targets.

■On March 15, 2022, media outlet Reuters reported that the 

Ukrainian Ministry of Defense had been using the facial 

recognition technology of U.S. startup Clearview AI since March 

12, 2022.

■The hacktivist Anonymous is conducting various activities to counter Russia’s invasion of Ukraine.

 On March 4, 2022, media outlet Vice reported that the Russian space research institute IKI’s website had been 

hacked and tampered with, and messages criticizing the attacks on Ukraine had been added.

 The group also breached Roscosmos, a state-owned space-related company, and disclosed the stolen files.

 On March 13, 2022, it posted a message on Twitter urging Russian citizens to take action to resist the war and 

Putin’s regime.

 It posted the message in English and Russian, with a link to a YouTube video conveying the message.

 On March 17, 2022, media outlet Security Week reported that email data had been stolen and leaked from the 

Russian state-owned pipeline company Transneft.

 The leaked data was accompanied by a statement that it was dedicated to U.S. Senator Hillary Clinton, who has 

expressed support for Anonymous.
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 On March 21, 2022, the collective took to Twitter to name and shame 

a number of companies that continue to operate in Russia, declaring 

that Anonymous would target them if they did not decide to withdraw 

from Russia within 48 hours.

 On the 22nd, data from the food company Nestlé was compromised.

■Attacks that appear to have been carried out by individuals 

opposed to Russia’s invasion of Ukraine have been confirmed.

 On March 1, 2022, a new wiper malware targeting Russia, known as 

RURansom, was discovered by the Malware Hunter Team. On March 

8, 2022, Trend Micro reported the results of its analysis.

 The attackers vehemently condemned Putin’s invasion of Ukraine.

 They claimed to be spreading wipers in retaliation for the invasion.

 On a later date, a function was added to check the target’s IP 

address prior to the wiping in order to verify whether it is located in 

Russia.

 On March 7, 2022, an administrator modified the popular nmp

package “node-ipc” and added code that caused malicious behavior 

when it was used by users in Russia or Belarus. This also affected 

other software that had dependencies with the package.

 A wiper feature was added to overwrite files with a heart emoji but 

dropped in subsequent revisions.

 A function was added to enable the standard output of messages 

calling for peace in opposition to Russia’s invasion of Ukraine, or the 

saving of such messages as files on the desktop.

Confirmation of IP addresses

〈URL〉
https://twitter.com/malwrhunterteam/status/149867
8603613155343

■The Russian side is also disclosing information to show that they 

are under attack.

 On February 24, 2022, the Russian government warned about 

cyberattacks targeting critical infrastructure operators in the country.

 On March 2, 2022, the Russian government released a list containing 

17,576 IP addresses and 166 domains that it claims are behind a 

series of DDoS attacks targeting domestic infrastructure.

Russia warns of cyberattacks targeting 
critical infrastructure operators

〈URL〉
https://safe-surf.ru/specialists/news/675925/

Demanding that companies withdraw from 
the market

〈URL〉
https://twitter.com/YourAnonTV/status/1505679705
797713927

Russia warns of DDoS attacks

〈URL〉
https://safe-surf.ru/specialists/news/676114/

1. Russia’s Invasion of Ukraine and Cyber Trends
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■On March 31, 2022, security firm Check Point reported cyberattacks by multiple threat groups using 

the topic of Russia’s invasion of Ukraine as a lure.

Multiple cyberattacks by threat groups from third countries other than Ukraine and 

Russia were confirmed, including phishing attacks using documents on themes related to 

Russia’s invasion of Ukraine.

 El Machete, a Spanish-speaking threat group, sent spear-phishing 

emails to financial organizations in Nicaragua. The attached Word 

document contained an article about the Russian invasion of Ukraine, 

attempting to infect recipients with the backdoor Loki.Rat.

 Iranian threat group Lyceum sent an email with the subject line 

“Russian war crimes in Ukraine” to an Israeli energy company.

Cyberattacks taking advantage of Russia’s invasion of Ukraine 3

 It was designed to infect recipients with the backdoor when an email 

attachment or its linked Word or PDF file is opened.

Document by Lyceum

〈URL〉
https://research.checkpoint.com/2022/state-sponso
red-attack-groups-capitalise-on-russia-ukraine-war-
for-cyber-espionage/ 

 It is believed that the document files about Russia’s invasion of 

Ukraine were prepared by Indian threat group SideWinder, targeting 

Pakistan based on its content.

■On March 30, 2022, Google’s Threat Analysis Group reported that 

several state-sponsored threat groups and cybercriminals were 

conducting phishing campaigns using the topic of Russia’s 

invasion of Ukraine as a lure.

 Curious Gorge, a threat group linked to China’s People’s Liberation 

Army Strategic Support Force, has launched attacks against the 

governments and military of Ukraine, Russia, Kazakhstan, and 

Mongolia.

 Russia-based attacker group COLDRIVER has conducted phishing 

campaigns targeting U.S.-based NGOs and think tanks, the militaries 

of Balkan countries, and Ukraine-based defense companies.

 Current campaigns were confirmed targeting the militaries of several 

Eastern European countries and key NATO bases.

 Belarusian threat actor Ghostwriter is hosting phishing landing pages 

for BITB*¹ attacks that steal credentials for Ukrainian portal site I.UA.

Document by TA416

〈URL〉
https://www.proofpoint.com/us/blog/threat-insight/
good-bad-and-web-bug-ta416-increases-operational
-tempo-against-european 

＊1 Browser in the Browser

■On March 7, 2022, security firm Proofpoint announced that they 

had detected increased activity by threat group TA416 after 

Russia’s invasion of Ukraine.

 The group targeted European diplomatic organizations, including 

individuals, involved in refugee and immigrant issues and used emails 

containing URLs that infect them with PlugX.

■On March 24, 2022, security firm SentinelOne reported that 

Chinese threat group Scarab was attacking Ukraine. 

This is the first report on an attack by a non-Russian APT since 

Russia’s invasion of Ukraine.

 CERT-UA published a security advisory saying that threat group UAC-0026 uses the backdoor HeaderTip. 

However, SentinelOne analyzed the samples shared by CERT-UA and confirmed that UAC-0026 was Scarab.

■On March 23, 2022, security firm ESET reported that Chinese 

threat group Mustang Panda was targeting diplomatic officials, 

research institutes, and ISPs in Europe.

 The group has conducted phishing attacks using documents about 

the latest topics in Europe, such as Russia’s invasion of Ukraine, 

containing Hodur, a variant of the Korplug RAT malware.
Document by UAC-0026

〈URL〉
https://www.sentinelone.com/labs/chinese-threat-a
ctor-scarab-targeting-ukraine/ 
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【3】Related trends after Russia’s invasion of Ukraine

In addition to cyberattacks, there were moves to economically exclude Russia, such as companies from

various countries announcing their withdrawal from Russia after the invasion. As there was a lot of

dissemination of false information on social media, countermeasures were taken.

Movements to exclude Russia after its invasion of Ukraine 1

Social media amid Russia’s invasion of Ukraine2

Internal data exposure by the Conti leaks and its effects3

The Russian invasion of Ukraine has also had an impact on actors conducting cyberattacks. The internal 

data of a ransomware group Conti was exposed by Ukrainian security researchers, and internal conflicts 

in Russian underground forums were observed. 

In addition, Group-IB separated Russia and CIS businesses from other regions.

Threat actors in Russian underground forums split up over conflict4

Separation of Russia and CIS business by Group-IB5

Tweet from the Ukrainian government

〈URL〉
https://twitter.com/FedorovMykhailo/status/149792
2588491792386 

■The Ukrainian government requested crypto asset exchanges to block Russia’s access.

After Russia launched its invasion of Ukraine, there were moves by various countries to 

sanction or exclude Russia. There has been widespread impact, including denial of 

service and company withdrawals.

 On February 27, 2022, Ukrainian Vice Prime Minister Fedorov tweeted a request to major crypto asset 

exchanges to block access to Russian users.

Movements to exclude Russia after its invasion of Ukraine 1

 Vice PM Fedorov called it important to block not only Russian and 

Belarusian politicians, but also regular users from these countries.

■On March 2, 2022, Internet governing body ICANN announced 

that it had rejected Ukraine’s request to block Russia from the 

Internet.

 Ukraine had requested ICANN to revoke top-level Russian domains 

(TLDs) such as “.ru” and “.su” as well as SSL certificates related to 

the country

 ICANN explained that it had rejected Ukraine’s request in order to 

prevent the politicization of the Internet mechanism. 

In addition, it stated that ICANN does not have the authority to 

impose sanctions. 

■On March 3, 2022, media outlet The Register reported that security at the SWIFT data center, 

a financial network located in Switzerland, had been strengthened after the EU agreed to exclude 

Russian banks.

 It stated that the details of the security arrangements have not been disclosed. 

■On March 7, 2022, media outlet ZDNet reported that video distribution service Netflix had informed

ZDNet that it will be shutting down all services in Russia.

 On the same day, the video distribution service TikTok also tweeted that it is having difficulty complying with 

Russia’s new “fake news” regulation laws passed on March 4, 2022, and will therefore suspend its service in 

Russia until its safety in complying with the law is confirmed. 

1. Russia’s Invasion of Ukraine and Cyber Trends

■On March 7, 2022, phone case maker Burga released the results of a study showing that Apple could 

lose US$1.14 billion in annual revenue due to its withdrawal from the Russian market.
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 Apple Inc. had withdrawn from the Russian market, along with other 

top U.S. companies such as Google and Microsoft, in response to 

immense global pressure protesting the attacks on Ukraine.

Russia’s smartphone market share

〈URL〉
https://www.burga.com/blogs/news/apple-to-lose-3
-million-in-iphone-sales-daily-amid-russia-market-p
ull-out 

■On March 7, 2022, the crypto asset exchange Coinbase 

announced that it will comply with specific governmental 

sanctions in accordance with sanctions imposed on Russia by 

various countries.
 In accordance with sanctions imposed by the EU and the UN, as well 

as the governments of the U.S., the U.K., Singapore, Canada, and 

Japan, the company will reject new applicants included on the 

sanctioned list and identify potentially related accounts.

■Two OSS solution providers, Germany’s SUSE and the U.S.’s Red 

Hat, announced respectively that they will be withdrawing from 

Russia.

 On March 7, 2022, SUSE decided to provide humanitarian aid for 

refugees and victims of war, and also suspended direct sales of all its 

products in Russia.

■On March 7, 2022, FinCEN, an agency of the U.S. Department of 

the Treasury, warned financial institutions that Russia may use 

cyberattacks to make cryptocurrency payments and illegal 

transactions, with the aim of mitigating economic damage from 

Ukraine-related sanctions.

Warning issued by FinCEN

〈URL〉
https://www.fincen.gov/sites/default/files/2022-03/
FinCEN%20Alert%20Russian%20Sanctions%20Evasio
n%20FINAL%20508.pdf

■On March 8, 2022, media outlet ZDNet reported that Russia’s 

information authority, Roskomnadzor, had announced on March 6,

2022, that it is banning Zello, a transceiver-like communications 

application provided by U.S. company Zello, for spreading false 

information about the invasion of Ukraine. 

 Roskomnadzor stated that it had requested Zello to stop sending 

messages containing false information on March 4, 2022, but the 

company had failed to comply within the deadline.

■On March 10, 2022, media outlet ZDNet reported that two major 

U.S. Internet providers, Lumen Technologies and Cogent 

Communications, have cut off Internet contracts with Russia.

 According to Kentik, a network monitoring company, this measure could have widespread impact, affecting not 

only Russia but also the surrounding countries.

■On March 11, 2022, media outlet The Hacker News reported that Russian authorities had created their 

own TLS certification authority to counter the sanctions.

 The Russian Ministry of Digital Development stated that it will provide services to process the issuance or 

renewal of TLS certificates domestically when the certificates become invalid or expire.

Changes in traffic volume during Cogent 
disconnections

〈URL〉
https://www.kentik.com/blog/cogent-disconnects-fr
om-russia/ 

■On March 15, 2022, the FBI and CISA in the U.S. alerted the public after revealing an attack confirmed 

on May 2021 by a Russian threat actor to compromise the cloud and email accounts of NGO 

employees and steal information.

 The attacker exploited the misconfiguration of Cisco’s multi-factor authentication (MFA) solution, Duo, as well 

as the PrintNightmare vulnerability in Windows’ Print Spooler, to bypass MFA, obtain login-enabled accounts, 

and steal information.

■On March 16, 2022, media outlet Reuters reported that on March 

15, 2022, the German Federal Office for Information Security, BSI*1, 

had issued a warning regarding the use of antivirus software 

manufactured by Russia-based Kaspersky. 

 On March 15, 2022, Kaspersky issued a statement saying that it is a 

global private cybersecurity company, and as a private company, has 

no ties to any government.

Kaspersky’s statement

〈URL〉
https://www.kaspersky.com/about/press-releases/2
022_kaspersky-statement-regarding-the-bsi-warning 

 On March 8, 2022, Red Hat announced that it will help Ukrainian 

employees and their families move safely to Poland and other 

neighboring countries.

＊1 Bundesamt für Sicherheit in der Informationstechnik
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■On March 24, 2022, the U.S. CISA issued Alert AA22-083A, warning of attacks on the energy sector by

Russian threat actors.

 It shared the TTPs used in the attack campaigns against the U.S. 

energy sector, confirmed from 2011 to 2018, and called for vigilance.

Alert issued by U.S. CISA

〈URL〉
https://www.cisa.gov/uscert/ncas/alerts/aa22-083a

■On March 25, 2022, the Federal Communications Commission, 

a U.S. regulatory agency, announced that it had added 

Kaspersky, 

China Telecom (America), and China Mobile USA to its list of 

telecommunications equipment and services that could pose a 

threat to U.S. national security. The list is in accordance with the Secure and Trusted 

Communications Networks Act of 2019, with the first edition of the 

list published in March 2021. 

■On March 29, 2022, the U.K.’s National Cyber Security Centre (NCSC) stated that, if Russian software 

and services are relied on to perform an operation, it is necessary to consider the risks of using them.

Announcement by Meta

〈URL〉
https://about.fb.com/news/2022/02/metas-ongoing
-efforts-regarding-russias-invasion-of-ukraine/

■On February 26, 2022, Meta, which operates Facebook, announced that it had taken several measures 

to protect the Ukrainian people from Russia’s invasion.

The Russian invasion of Ukraine has also affected social media. Each platform took 

countermeasures, such as restricting access and removing harmful accounts.

 The company said that it would establish an operations center to 

monitor the platform 24 hours a day and further strengthen the fact-

checking*¹ of content in Russian and Ukrainian.

 The company also said that it would block Russian state-run media 

from profiting from advertising revenue and continue strict fact-

checking.

 On February 27, 2022, the company restricted access to several 

accounts in Ukraine, including ones belonging to Russian state media 

organizations, at the request of the Ukrainian government.

Social media amid Russia’s invasion of Ukraine 2

■On February 26, 2022, Google Europe tweeted that, in response to

the Russian invasion of Ukraine, it prevented dissemination of 

false information by preferentially showing information from 

highly reliable news sources on YouTube or other services. 

The company also removed hundreds of channels and thousands 

of videos and remains vigilant against illegal disinformation.

■On March 1, 2022, software development company Hacker Factor 

released the analysis results of its photo forensic analysis service,

FotoForensics, for February 2022. 

＊1 Verifying the accuracy and validity of information

 Many of the photos were related to Russia’s invasion of Ukraine, and 

1,400 were sent only in the first four days of the invasion.

 They included fake photos, such as one altered photo in which a 

national flag held by a soldier had been replaced with a Nazi flag, 

using a photo of the Russian invasion in 2014 as one taken in 2022, 

and introducing a photo of this invasion as being from an older 

invasion.

■On March 3, 2022, Check Point announced that the Telegram 

service was often used for activities related to Russia’s invasion 

of Ukraine.

Group calling for DDoS attacks on Russia

〈URL〉
https://blog.checkpoint.com/2022/03/02/telegram-b
ecomes-a-digital-forefront-in-the-conflict/ 

 There was a daily increase of up to 250,000 users per invasion-related 

Telegram group.

1. Russia’s Invasion of Ukraine and Cyber Trends

■On March 21, 2022, the White House warned of retaliation from Russia against the large-scale 

economic sanctions and called for tighter cybersecurity.
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 There were several fraud groups collecting donations for Ukraine.

 An independent news group exclusively reported the truth, as the group claimed, on Telegram instead of its 

conventional news site.

 Cybercriminals and hacktivists used Telegram for their activities related to Russia’s invasion of Ukraine.

■On March 28, 2022, media outlet Bleeping Computer reported 

that the Security Service of Ukraine (SBU) had shut down five 

bot farms operating over 100,000 fake social media accounts that

spread fake news.

 On the same day, SBU also announced that it had discovered and 

shut down five bot farms since the Russian invasion of Ukraine.

 The bots were operated in Kharkiv, Cherkasy, Ternopil, and 

Zakarpattia.

 This botnet was reportedly aimed at destabilizing the sociopolitical 

situation in various regions, thus suppressing the resistance of the 

Ukrainian militia.

 In this shutdown operation, the law enforcement agency in Ukraine 

seized the following items:

 100 sets of GSM gateways

 10,000 SIM cards for various mobile operators to disguise 

the fraudulent activity

 Laptops and computers used for controlling and 

coordinating the bots

Seized SIM cards

〈URL〉
https://ssu.gov.ua/novyny/z-pochatku-viiny-sbu-likvi
duvala-5-vorozhykh-botoferm-potuzhnistiu-ponad-1
00-tys-feikovykh-akauntiv 

■On February 27, 2022, the Conti leaks posted Conti’s internal chat data on Twitter.

The Conti leaks exposed the internal data of Ransomware group Conti. About a month 

later, however, Conti was confirmed to have resumed their activities using new methods 

and techniques.

 On February 24, 2022, three days before the post, Reuters reported 

that the Ukrainian government was recruiting volunteers with hacking 

skills. On the following day, February 25, 2022, Conti announced its 

support for the Russian government.

Internal data exposure by the Conti leaks and its effects 3

 The missing data period roughly overlaps with the period when 

Trickbot used by Conti was dismantled and compromised.

■On March 1, 2022, security journalist Brian Krebs explained and 

discussed the leakage by Ukrainian security researcher Conti 

leaks.

 The Conti leaks is believed not to be a former affiliate, but a Ukrainian 

security researcher who chose to fight in his own country.

 The daily leaks exposed internal chat data and other data from June 

22 to November 16, 2020, and since January 29, 2021.

 The internal chat data shows details on the Conti operation.

Posts by the Conti leaks

〈URL〉
https://twitter.com/contileaks 

■On March 7, 2022, media outlet CyberScoop reported that Conti 

had recovered from the damage from the internal chat data 

leakage by the Conti leaks and is active again.

 Experts said that Conti easily changed direction, replacing much of the exposed infrastructure and attacking 

new targets.

 According to security firm AdvIntel, two U.S. companies have already been compromised.

Security firm Recorded Future said that the 25 exposed servers were shut down shortly after the breach and are 

still down. The company estimated that Conti could survive because its command and control (C2) servers are 

always running at 50 to 100 units. Conti has already migrated all the old infrastructure to new IP addresses in 

the past few days.
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■On March 20, 2022, the Conti leaks tweeted a link to the source 

code for Conti ver. 3 uploaded to VirusTotal.

■On March 31, 2022, security firm NCC Group described new 

methods and technologies confirmed in the attacks by the Conti 

ransomware group since the internal chat data leakage.

 Multiple different initial access vectors, methods to ensure 

persistence, and information theft using legitimate software were 

confirmed.

Exclusive interview with the Conti leaks

〈URL〉
https://edition.cnn.com/2022/03/30/politics/ukraine
-hack-russian-ransomware-gang/index.html 

■On March 14, 2022, consulting firm Accenture reported that the 

threat actors in Russian underground forums have been split over

the Russia-Ukraine conflict.

The conflict between Russia and Ukraine has led to a split in Russian underground 

forums. Changes in the targets and motives of threat actors are expected to widely cause 

changes in threats to the West.

 Previously, these forums had adopted the “no work in CIS” policy, 

which bans attacks on the Commonwealth of Independent States 

(CIS). Since Russia’s invasion of Ukraine on February 24, 2022, 

however, the threat actors in the underground forums have been split.

Threat actors in Russian underground forums split up over conflict4

 In a survey conducted by the XSS forum on March 7, 2022, 17.4% of 

respondents said that they were willing to target Russia and CIS.

 Pro-Ukrainian actors have refused to do business with Russian actors 

and are attempting to launch attacks against Russia to support 

Ukraine.

 Threat actors used to coexist with economic motives, but they were 

confirmed to have been split for the first time over ideology.

Conti declares support for the Russian 
government

RaidForums bans pro-Russian activities

〈URL〉
https://acn-marketing-blog.accenture.com/wp-conte
nt/uploads/2022/03/UPDATED-ACTI-Global-Inciden
t-Report-Ideological-Divide-Blog-14MARCH22.pdf 

■On July 6, 2022, security firm Group-IB announced that it had completed the first step in a series of 

actions aimed at separating its business of Russia and the Commonwealth of Independent States (CIS), 

which consists of the former Soviet Union countries.

Security firm Group-IB announced that it would separate its Russia and CIS business from 

that with other regions. Russia’s invasion of Ukraine is believed to be behind the move.

 Its global headquarters Group-IB Global Private Ltd., located in Singapore, will continue to manage its Threat 

Intelligence and Research centers in Southeast Asia, Europe, and the Middle East. Russia and CIS business 

will be carried out independently.

Separation of Russia and CIS business by Group-IB5

 The two businesses’ financial flows will remain totally separated from 

each other.

 As a next step in the process, Group-IB Global Private Ltd. will change 

its ownership structure within the next six months according to the 

current situation.

 Group-IB Global’s CEO said that the company had decided to 

implement these changes to be able to continue to follow this 

mission, independent of external circumstances.

Comment by CEO Dmitry Volkov

〈URL〉
https://acn-marketing-blog.accenture.com/wp-conte
nt/uploads/2022/03/UPDATED-ACTI-Global-Inciden
t-Report-Ideological-Divide-Blog-14MARCH22.pdf 

 Media outlet The Register pointed out that the external 

circumstances probably refer to Russia’s illegal invasion of Ukraine, 

which prompted many technology vendors to stop doing business 

with Russia as a protest.

1. Russia’s Invasion of Ukraine and Cyber Trends
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【4】Cyberattacks related to Russia’s invasion of Ukraine since April

Even since April, many cyberattacks related to Russia’s invasion of Ukraine have been reported.

Cyberattacks related to Russia’s invasion of Ukraine reported since April①1

Cyberattacks related to Russia’s invasion of Ukraine reported since April②2

Cyberattacks related to Russia’s invasion of Ukraine reported since April③3

In addition to cyberattacks, there were reports of control in the cyber age, such as switching the ISP 

connection destination in a city occupied by Russia.

Cyberattacks related to Russia’s invasion of Ukraine reported since April④4

Switching the ISP connection destination in southern Ukraine to Russia5

■In April 2022, there were many reports of attacks by state-sponsored threat actors.

 On April 1, 2022, security firm Malwarebytes reported an attack by Russian threat actor UAC-0056, which 

infects victims with the backdoor Elephant Implant, also tracked as GrimPlant. The attack was observed in 

mid-March 2022.

Cyberattacks related to Russia’s invasion of Ukraine reported since April ①1

 It was a targeted phishing attack that sent macro-embedded Excel documents, different from the conventional 

method that uses malicious URLs or fake translation software.

 The attack targeted ICTV, a Ukrainian private TV channel.

 Ukraine’s CERT-UA reported a targeted phishing attack against 

Ukrainians using war crimes as lures by threat actor UAC-0010—also 

tracked as Armageddon—that is linked to Russian intelligence agency 

FSB. This attack has been observed since late March 2022.

Excel macro attack

〈URL〉
https://blog.malwarebytes.com/threat-intelligence/2
022/04/new-uac-0056-activity-theres-a-go-elephant
-in-the-room/

 By opening an attached file, recipients are infected with malware 

that collects information or downloads a malicious code.

 On April 5, 2022, media outlet CyberScoop reported that SSSCIP, the 

cybersecurity sector of the Ukrainian government, said that the 

attack was not successful.

 On April 4, 2022, CERT-UA reported an attack on the government 

agencies of Latvia and EU member countries using humanitarian aid 

to Ukraine as a lure. This attack was observed in late March 2022.

 This threat group incites anxiety by notifying users of unauthorized 

access to their accounts from Russia.

 It steals Telegram session data, contact lists, and phone numbers.

 On April 6, 2022, Microsoft announced that it had disrupted the 

cyberattacks by disabling the seven internet domains used in attacks 

on Ukraine by Strontium—also known as APT28—a threat actor 

possibly linked to Russia’s military intelligence agency GRU.

 By taking control of the domains with authorization from a court 

order, the company deterred the Strontium attacks and notified the 

victims that these domains were fraudulent.

 Strontium targeted media organizations in Ukraine and government 

agencies and think tanks in the United States and the European 

Union involved in foreign policy.

 On April 6, 2022, the State Service of Special Communications and Information Protection of Ukraine (SSSCIP) 

warned of phishing attacks by threat group UAC-0094, which attempts to steal Telegram account information 

from targets by using a fake alert notifying that there was unauthorized access to their Telegram accounts.

Warning of attacks on Telegram

〈URL〉
https://cip.gov.ua/en/news/please-be-careful-cyber
-attacks-aimed-at-gaining-access-to-telegram-acco
unts-were-detected 
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 It is believed that Strontium launched attacks to provide tactical support for the physical invasion and exfiltrate 

sensitive information by establishing long-term access to the systems of its targets.

 On April 12, 2022, CERT-UA reported that, in cooperation with ESET 

and Microsoft, it had prevented an attack scheduled for April 8, 2022, 

by Russian threat actor Sandworm, also known as UAC-0082, using 

the Industroyer2 and CaddyWiper malware.

 The attackers are believed to have accessed the target site before 

February.

 Industroyer2 is a variant of the Industroyer malware, which caused a 

massive power outage in Ukraine in 2016.

 The attack targeted high-voltage facilities, computers and network 

devices installed in the facilities, and servers using Linux.

 On April 23, 2022, security site Pylos pointed out that the service 

name used by Industroyer2 was the same as the one used by the 

BlackEnergy3 malware, which caused a power outage in Ukraine in 

2015.

 On April 25, 2022, security firm Mandiant reported that 

Industroyer2 is different from Industroyer in such terms as 

implementing only one communications protocol and using 

a self-contained executable file.

Overall picture of the attack

〈URL〉
https://www.welivesecurity.com/2022/04/12/industr
oyer2-industroyer-reloaded/

 On April 14, 2022, CERT-UA warned of an attack on Ukrainian citizens by threat group UAC-0098, which 

attempts to steal credentials by infecting them with banking Trojan IcedID using an Excel file that contains a 

malicious macro.

 On April 14, 2022, CERT-UA warned of an attack on Ukrainian citizens by threat group UAC-0097, which 

transfers their emails by exploiting an XSS vulnerability in the Zimbra email system using an Excel file that 

contains a malicious macro.

 On April 20, 2022, security firm Symantec reported that threat group Shuckworm—also known as Armageddon 

or UAC-0010, which has been attacking Ukraine since 2014—had installed multiple payloads of the same 

malware on targets to ensure persistence.

 Several variants of the backdoor Backdoor.Pterodo were confirmed to be installed.

Attack exploiting the Zimbra XSS vulnerability

〈URL〉
https://cert.gov.ua/article/39606

 On April 28, 2022, security firm Mandiant reported phishing campaigns by spy group APT29, which is believed 

to be backed by Russia’s external intelligence agency SVR, targeting diplomatic organizations. The campaigns 

have been confirmed since mid-January 2022.

 The group is a threat group that Mandiant has been tracking under 

the names UNC2652 and UNC2542 since 2014. Microsoft calls it 

Nobelium.

 The current campaigns are attacking targets in accordance with 

Russia’s strategic priorities, as well as its previous targets such as 

Europe, the U.S., and Asia.

 The group uses targeted phishing emails pretending to be embassy-

related administrative notices sent from legitimate email addresses, 

attempting to spread HTML dropper ROOTSAW, also known as 

EnvyScout.

 Recipients are infected with new dropper malware BEATDROP and 

BOOMMIC.

 The attack is believed to use a legitimate service, such as Atlassian’s 

task management service Trello, for C2 to avoid detection.

Timeline of the attack

〈URL〉
https://www.mandiant.com/resources/tracking-apt2
9-phishing-campaigns

1. Russia’s Invasion of Ukraine and Cyber Trends
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■On April 27, 2022, Microsoft published a report on Russian 

cyberattacks observed in the hybrid war between Ukraine and 

Russia.

 Shortly before Russia’s invasion, at least six actors linked to Russia 

had launched at least 237 attacks.

 It is believed that Russia has conducted cyberattacks on 

organizations in Ukraine and allied countries since around March 

2021, attempting to gain a foothold to access Ukrainian systems.

 Nearly 40 wiper attacks targeting hundreds of systems have been 

confirmed, with 32% against Ukrainian government organizations and 

more than 40% against critical infrastructure sector organizations.

Russian threat groups whose activities 
were confirmed before Russia’s invasion of 
Ukraine

〈URL〉
https://query.prod.cms.rt.microsoft.com/cms/api/am
/binary/RE4Vwwd 

 The attacks seem to have been strongly correlated, and sometimes 

directly timed, with military operations on services and institutions 

crucial for civilians.

■Meta, which operates Facebook, says in its Adversarial Threat 

Report Q1 2022 that it found large amounts of false information 

that had been issued by threat groups linked to Russia and other 

countries.

 Threat groups linked to Russia and Belarus were engaged in cyber 

espionage and covert influence operations.

 The targets included the Ukrainian telecom industry, defense and 

energy industries, technical services, and journalists from Ukraine, 

Russia, and other countries.

 There was a report of activities related to the State Security 

Committee of the Republic of Belarus (KGB), such as posting 

misinformation in Polish and English about Ukrainian troops 

surrendering without a fight and the Ukrainian president fleeing the 

country when Russia’s invasion of Ukraine began on February 24, 

2022.

 Threat group Ghostwriter took over the Facebook accounts of dozens 

of Ukrainian military personnel and posted video messages calling for 

the Army to surrender by disguising themselves as legitimate account 

owners. Facebook blocked these videos from being shared.

Adversarial Threat Report Q1 2022

〈URL〉
https://about.fb.com/wp-content/uploads/2022/04/
Meta-Quarterly-Adversarial-Threat-Report_Q1-2022.
pdf

■Several DDoS attacks on Ukrainian-related organizations were 

confirmed.

 On April 9, 2022, media outlet The Register reported that the websites 

of the Ministry of Defense and the Ministry for Foreign Affairs of 

Finland were brought down by a DoS attack at around noon on April 8, 

2022.

 They were recovered about one hour after the attack.

 At the time of the attack, the Ukrainian president was speaking to 

the Finnish Parliament.

 A Russian passenger plane is suspected of violating Finland’s 

airspace for about three minutes early that morning.

 On April 17, 2022, crypto asset exchange Currency.com reported that 

it had been hit by a cyberattack from Russia on April 12, 2022.

 The attack failed and did not affect users.

 The company had 500,000 users in Russia but announced on April 12, 

2022, that it would suspend operations for Russian residents in 

protest against Russia’s invasion of Ukraine. Prior to the suspension, 

the company also stopped opening new accounts for Russian 

residents.

 On April 22, 2022, Reuters reported that Ukraine’s national postal service Ukrposhta announced that it had 

been hit by a DDoS attack after launching the sales of a postage stamp depicting the sinking of the flagship of 

Russia’s Black Sea fleet.

Postage stamp depicting the sinking 
flagship fleet

〈URL〉
https://www.reuters.com/world/europe/ukraines-po
stal-service-hit-by-cyberattack-after-sales-warship-
stamp-go-online-2022-04-22/

■Frauds taking advantage of the confusion caused by the invasion were reported.

 On April 1, 2022, security firm McAfee warned that defrauders were collecting donations in crypto assets by 

using the current situation in Ukraine as a lure.

 They attempt to steal money by using Ukrainian Twitter accounts, fake websites pretending to be legitimate 

ones, and phishing emails to trick victims into depositing money into the wallet addresses of the attackers’ 

crypto assets.
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 On April 19, 2022, security firm Malwarebytes reported a fraud in 

which the defrauder interrupts a Tweet posted by a genuine celebrity 

asking for donations to Ukraine, impersonates the celebrity, and tricks 

potential donors into depositing money into the defrauder’s bank 

account.

 For example, the defrauder pretends to be Xenta777 using an 

imitation account like Xenta7777.

Interrupting a conversation with a fake 
account

〈URL〉
https://blog.malwarebytes.com/social-engineering/2
022/04/watch-out-for-ukraine-donation-scammers-i
n-twitter-replies/

■On April 27, 2022, security firm Secureworks reported that 

Chinese threat group Bronze President was conducting 

intelligence collection activities targeting Russian government 

officials.

 The group had originally targeted Southeast Asia, but Russia’s 

invasion of Ukraine prompted the group to change its targets to 

officials and military personnel near the border with China.

 The group has launched a phishing attack using a document on EU 

sanctions against Belarus as bait.

 A RAT called PlugX is used to steal confidential information.

■A hacking group known as NB65 launched cyberattacks against 

Russia.

 On April 9, 2022, media outlet Bleeping Computer reported that the 

group modified the leaked Conti ransomware source code and used it 

in attacks targeting Russian companies.

 The group said that the aim was to protest Russia’s invasion of 

Ukraine.

NB65 condemns Russia for its invasion of 
Ukraine in its source code

〈URL〉
https://twitter.com/xxNB65/status/15104840740702
24896■Being vigilant against cyber activities by Russia, the U.S. 

government has implemented measures.

 On April 20, 2022, the U.S. CISA issued Alert AA22-110A in cooperation with the intelligence authorities of 

other Five Eyes members—Australia, Canada, New Zealand, and the U.K.—to warn of attacks by Russian state-

sponsored cyber actors targeting critical infrastructure.

 Based on intelligence activities, it warned that Russia’s invasion of Ukraine could expose organizations both 

within and outside the region to increased malicious cyber activity.

• It called for patching systems, implementing multi-factor authentication, and protecting and monitoring risky 

services.

• It also required increased awareness and training of end-users.

 CISA pointed out that Russia could retaliate against the economic 

sanctions or support for Ukraine.

 On April 27, 2022, Rewards for Justice (RFJ), the U.S. Department of 

State’s premier national security rewards program, announced on 

Twitter that it would offer a reward of up to $10 million for 

information on the six hackers from threat group Sandworm linked to 

GRU.

Six hackers from GRU

〈URL〉
https://twitter.com/RFJ_USA/status/1518983587697
147906 

 RFJ said that the hackers conducted malicious cyber 

activities targeting U.S. critical infrastructure.

■Ukraine’s CERT-UA reported on threat actors targeting Ukraine.

 On March 26, 2022, Ukraine’s CERT-UA listed threat actors who carried out attacks on Ukrainian infrastructure 

from March 15 to 22, 2022.

 On April 22, 2022, CERT-CA stated that the number of cyberattacks launched in the first quarter of 2022 

increased from 362 to 802 year-over-year and reported the actors conducted many attacks.

1. Russia’s Invasion of Ukraine and Cyber Trends
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Threat actor 
name

Also known as
Country (including 
possible one)

Malware
Attack 
count 

ranking

UAC-0056
EmberBear、SaintBear、
UNC2589、TA471

Russia (hacktivist 
and spy)

Pandora hVNC、RemoteUtilities、GrimPlant(Elephant
Implant)、GraphSteel、Whisper Gate

3rd

UAC-0051 unc1151 Belarus Cobalt Strike Beacon、MicroBackdoor 4th

UAC-0010 Armageddon、Gamaredon
Russia (supported 
by FSB)

GammaLoad、GammaDrop、HarvesterX 1st

UAC-0082 Sandworm Russia
HermeticWiper、IsaacWiper、CaddyWiper、
Industroyer2

UAC-0088 DoubleZero

UAC-0035 Invisimole Russia LoadEdge

UAC-0041 Russia (hacktivist) AgentTesla、XLoader 2nd

UAC-0020 Vermin SPECTR

UAC-0028 APT28、Strontium
Russia (linked to 
GRU)

APT28 5th

UAC-0026 HeaderTip

UAC-0086 QuasarRAT

UAC-0084 TA416 PlugX

UAC-0064 SunSeed

UAC-0033 XDSpy JobDrop、StepDrum

■Two months after Russia’s invasion of Ukraine on February 24, 2022, the results of an analysis on the 

past cyberattacks and the recent information operations campaigns regarding the invasion were 

reported.

The results of an analysis on the past cyberattacks and information operations 

campaigns regarding Russia’s invasion of Ukraine were reported. Ukraine-related 

cyberattacks also continued to be confirmed.

 On May 10, 2022, the European Union strongly condemned a malicious cyberattack by Russia on Ukraine 

targeting Viasat’s KA-SAT network.

Cyberattacks related to Russia’s invasion of Ukraine reported since April ②2

 KA-SAT is the first European high-speed, large-capacity 

telecommunications satellite, covering Europe and the Middle East. 

On February 24, 2022, KA-SAT consumer-oriented satellite

broadband service was partially interrupted in Ukraine and 

neighboring European countries.

On March 30, 2022, Viasat reported that the cause was a multifaced 

and deliberate cyberattack.

 The Council of the European Union stated that the attack had taken 

place one hour before Russia’s invasion, thus facilitating the military 

aggression.

 On the same day, the U.K., Estonia, the U.S., Canada, and Australia 

condemned with their partners the attack as a Russian state-

sponsored malicious cyber activity.

Announcement by the European Union

〈URL〉
https://www.consilium.europa.eu/en/press/press-rel
eases/2022/05/10/russian-cyber-operations-against
-ukraine-declaration-by-the-high-representative-on-
behalf-of-the-european-union/ 

 On May 19, 2022, security firm Mandiant released the results of an 

analysis on information operations surrounding the Russian invasion of Ukraine.

 Mandiant pointed out that the information environment has recently been filled with disinformation promoted by 

actors. While the full extent of the activity was yet to be seen, the firm introduced the following information 

operations campaigns conducted by actors operating in support of the political interests of nation-states such as 

Russia, Belarus, China, and Iran:

• Information operations aligned with Russian interests that occurred concurrently with destructive cyber 

threat activity

• Russian and Belarusian information operations, including cyber-enabled operations and the reuse of 

previously developed campaign infrastructure
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AI-generated deepfake video to demoralize 
Ukrainians

〈URL〉
https://www.mandiant.com/resources/information-o
perations-surrounding-ukraine 

■Cyberattacks using the topic of the Russian invasion of Ukraine 

as a lure continued to be reported.

 On May 3, 2022, Google reported on cyber activity in Eastern Europe 

in the past few weeks, using the topic of the war in Ukraine as a lure 

and mainly conducted by government-backed groups.

 APT28 (Fancy Bear), a group attributed to Russia’s GRU, is targeting 

users in Ukraine with a new variant of malware to steal cookies and 

passwords from browsers.

 Turla, a group attributed to Russia’s FSB, continues its campaigns 

targeting defense and cybersecurity organizations in the Baltics.

 Russian-based COLDRIVER (Callisto) continues to use Gmail 

accounts to send phishing emails to steal credentials, targeting 

governments, defense authorities, politicians, NGOs, think tanks, and 

journalists.

 Belarusian Ghostwriter has recently resumed phishing campaigns 

targeting Gmail accounts to steal credentials.

 Curious Gorge, a group attributed to China’s People’s Liberation 

Army’s Strategic Support Force (SSF), has conducted additional 

compromises over the past week against several Russian defense 

contractors, manufacturers, and logistics companies.

Ghostwriter’s information theft page

〈URL〉
https://blog.google/threat-analysis-group/update-on
-cyber-activity-in-eastern-europe/ 

 On May 7, 2022, the Computer Emergency Response Team of Ukraine 

(CERT-UA) warned of massive phishing email campaigns that 

distribute the Jester Stealer malware using the topic of “chemical 

attack” as a lure.

 According to a report on May 10, 2022, by security firm Malwarebytes, 

the email contains a link to a malicious Excel document that, when 

executed, downloads Jester Steerer to collect information from 

browsers or cryptocurrency wallets.

 Claiming to have received information that a chemical weapon attack 

was about to take place, the email asked the recipients to check the 

locations of the attack and safe shelters.

 Anti-virtual machine, debug, and sandbox techniques were 

implemented to thwart analysis. Since the malware removes itself 

once closed, victims may never be aware of it.

 On May 16, 2022, security firm Malwarebytes reported a new attack 

campaign targeting Germans, attempting to infect them with custom 

PowerShell RAT using updates on the current threat situation in 

Ukraine as lures.

 The malware communicates with a C2 server to upload a stolen file or 

execute a specific command.

 An expired German domain name was exploited. Phishing email of which CERT-UA warned

〈URL〉
https://cert.gov.ua/article/40135 ■Attacks believed to be from a pro-Ukrainian position continued to 

be reported.

 On May 4, 2022, security firm Crowdstrike reported that Docker Engine honeypots had been compromised and 

Docker images had been executed to attack Russian and Belarusian websites. This is believed to be aimed at 

supporting pro-Ukraine DoS attacks.

 On May 5, 2022, media outlet Bleeping Computer reported that Ukraine’s IT Army was highly likely to have 

launched a DDoS attack on EGAIS, a portal site crucial for the distribution of alcoholic beverages in Russia, 

disrupting delivery.

 On May 22, 2022, Anonymous tweeted that it officially joined the cyber war against the pro-Russian hacker 

group KillNet.

1. Russia’s Invasion of Ukraine and Cyber Trends

• Pro-Russia narratives intended to demoralize Ukrainians, divide 

Ukraine from its allies, and bolster public perceptions of Russia

• DRAGONBRIDGE, a pro-China information operations campaign 

to spread the Russian government’s claims

• Pro-Iran information operations to denigrate Western response to 

the conflict and drive tensions between Russia and Israel
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Report by ESET

〈URL〉
https://www.consilium.europa.eu/en/press/press-rel
eases/2022/05/10/russian-cyber-operations-against
-ukraine-declaration-by-the-high-representative-on-
behalf-of-the-european-union/ 

 On May 4, 2022, media outlet CyberScoop reported that a Russian 

threat group using ransomware LockBit 2.0 issued a statement on its 

dark web portal, claiming that it had attacked the Bulgarian State 

Agency for Refugees.

 On May 20, 2022, security firm ESET reported on a new version of 

the ArguePatch malware loader used by Russian threat group 

Sandworm.

■In July 2022, there were several reports of attacks on Ukraine by Russian and pro-Russian Belarusian 

threat and attack groups.

Although it has been five months since the Russian invasion of Ukraine, attacks on 

Ukraine by pro-Russian threat and attack groups continue.

 On July 7, 2022, IBM reported attacks on Ukraine by the Russian crime syndicate Trickbot.

Cyberattacks related to Russia’s invasion of Ukraine reported since April ③3

 The syndicate’s malware had been set not to attack Ukrainian-speaking countries before the invasion.

 On July 19, 2022, Google reported attacks by Russian threat actor 

Turla, which uses a third-party messaging app to lure victims into a 

website pretending to be that of the Azov Battalion in Ukraine and 

distribute a fake Android app claiming to conduct DoS attacks against 

Russian websites.

 On July 19, 2022, Google reported the following continued attacks:

 Attacks by Russian Threat Actor APT28 and Sandworm, exploiting 

the Microsoft Vulnerabilities Follina (CVE-2022-30190).

 Browser in the Browser phishing techniques by pro-Russian 

Belarusian threat group Ghostwriter/UNC1151.

 Phishing attacks by Russian threat actor COLDRIVER, targeting 

credentials of government and politicians.

Website disseminating fake DoS apps

〈URL〉
https://blog.google/threat-analysis-group/continued
-cyber-activity-in-eastern-europe-observed-by-tag/ 

 On July 21, 2022, Cisco Talos reported an attack by a Russian threat 

group targeting a vendor of software used by many government 

agencies in Ukraine with a modified version of the open-source 

backdoor malware GoMet.

 The company pointed out that the group’s ultimate goal could be a 

supply-chain attack, but has not yet found evidence.

 On July 22, 2022, the Ukrainian government reported that the servers 

and broadcasting networks of TAVR Media, which operates major 

radio stations, were compromised to spread fake news about 

President Volodymyr Zelenskiy being in critical condition.

 On July 27, 2022, Ukraine’s CERT-UA reported targeted phishing 

attacks by Russian threat actor Armageddon targeting Ukrainian and 

European state bodies.

 War-themed emails were used to infect recipients with malware.

■The following actions countering Russia were reported:

 On July 12, 2022, media outlet CyberNews reported that Ukraine’s 

cyber army had launched DDoS attacks on 80 cinemas in Russia. The 

attack is believed to be aimed at reducing Russian government tax 

revenues by lowering ticket sales.

 On July 20, 2022, the U.S. Cyber Command shared the information 

about Russian malware IoCs discovered by the Security Service of 

Ukraine.

Disclosure of IoCs

〈URL〉
https://twitter.com/i/web/status/154976664074895
3601

■Attacks believed to be from a pro-Russian position continued to be reported.
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■In September 2022, several attacks targeting Ukraine from a 

pro-Russian position were confirmed.

As Russia’s invasion of Ukraine continued, various attacks were reported targeting 

Ukraine by attackers believed to be pro-Russia in September 2022. Attacks targeting pro-

Ukrainian countries were also reported.

 On September 7, 2022, Google reported five phishing attacks where 

an initial access broker UAC-0098, consisting of former Conti 

members, targeted Ukrainian organizations to install the backdoor 

AnchorMail and IcedID banking Trojan. The attacks were confirmed 

from April to August.

 On September 15, 2022, Cisco Talos reported phishing attacks by 

Russian threat group Gamaredon, attempting to spread information-

stealing malware using Russia’s invasion of Ukraine as a lure. The 

attacks were confirmed in August.

 On September 19, 2022, Recorded Future reported that it had 

observed a rise in the use of C2 infrastructure, possibly owned by 

Russian threat group Sandworm, that uses dynamic DNS domains 

posing as telecommunication providers. The exploit was confirmed in 

August.

 On September 23, 2022, Mandiant pointed out that the moderators of 

self-proclaimed pro-Russian hacktivist Telegram channels Infoccentr, 

CyberArmyofRussia_Reborn, and XakNet Team were cooperating with 

Russian threat actor APT28, based on the activities conducted since 

Russia’s invasion of Ukraine in February.

Cyberattacks related to Russia’s invasion of Ukraine reported since April ④4

Report on Sandworm

〈URL〉
https://go.recordedfuture.com/hubfs/reports/cta-20
22-0919.pdf

■Attacks against pro-Ukrainian countries have also been confirmed.

 On September 12, 2022, The Associated Press reported that the Government of Montenegro had shut down its 

computers and taken the networks offline starting August 20, due to a cyberattack on the equipment related to 

its critical infrastructure, including banking, water, and electric power systems.

 It was suggested that this was retaliation by Russian intelligence 

agencies against Montenegro, which joined NATO, despite Russia’s 

opposition, and imposed sanctions against Russia.

 On September 14, 2022, Picus Security analyzed serious cyber 

incidents reported to the UK’s Financial Conduct Authority in the first 

half of 2022 and pointed out a significant increase in DDoS attacks.

 The analysis says that since the United Kingdom was the first 

country to impose sanctions against Russia, DDoS attacks were 

carried out against the country amid the Russia-Ukraine conflict by 

states and hacktivists targeting Western countries.

■On September 26, 2022, the Ukrainian government warned that 

Russia was planning attacks on critical infrastructure facilities in 

the country and its allies.

■Pro-Ukrainian attacks were also confirmed.

 News spread on Twitter that a person claiming to be Anonymous 

hacked Russia’s Yandex Taxi ride-hailing app to order dozens of 

drivers to converge on the same location, causing a traffic jam in 

Moscow on September 1, 2022.

Traffic jam in Moscow caused by hacking

〈URL〉
https://twitter.com/runews/status/15653196496838
04160 

■On June 15, 2022, media outlet Wired reported that the communications of KhersonTelecom, an ISP 

for the city of Kherson in southern Ukraine, were suddenly rerouted through Russia.

The communication destination of an ISP in a city occupied by Russia following its 

invasion of Ukraine was switched to a Russian telecommunications company, rerouting 

internet traffic through Russia.

Switching the ISP connection destination in southern Ukraine to Russia5

1. Russia’s Invasion of Ukraine and Cyber Trends
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■According to Cloudflare, KhersonTelecom (AS*¹47598) has been 

changed to communicate through Crimean-based Miranda Media 

(AS201776).

 Miranda Media is connected to Rostelecom (AS12389), a Russian 

state-owned telecommunications company.

＊1 Autonomous System 

Image indicating communication switching

〈URL〉
https://twitter.com/CloudflareRadar/status/1531380
535922200579 

 Communications were shut down at 2:43 p.m. on May 30, 2022, and 

restored 59 minutes later. After this incident, however, internet traffic 

was forced to reroute through Russia.

 Russia declared its control of Kherson in late May and continues 

effective control of the city.
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2. On the Prevalence of Attack Methods Using 
Microsoft OneNote

Summary

A method using Microsoft OneNote to trigger a malware infection has been reported (*¹). Specifically, the 

attacker sends an email with a OneNote file attachment containing a malicious script, luring the recipient 

into opening the file.

Microsoft has taken measures, such as blocking macro execution in Excel and Word, against attacks using 

email attachments in the past. However, these measures are not effective for this method because it does 

not use macros.

This document provides a summary of this attack method, the verification results by NTT-CERT, and 

detection methods.

＊1 Report on Bleeping Computer 

https://www.bleepingcomputer.com/news/security/hackers-now-use-microsoft-onenote-attachments-to-spread-malware/

Report on Twitter

https://twitter.com/JeffreyAppel7/status/1617464927094198272

About Microsoft OneNote 

Microsoft OneNote is a note-taking application that is installed automatically as part of the Microsoft 365 

app (previously known as Office 365). 

You can paste notes and images onto this app. The following is an example of a created note:

Create a OneNote file 
with malicious script 
embedded in it

Send as an email attachment

Malware infection 
occurs when you open 
the attachment and run 
the script file inside.
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Even if you may not have used OneNote before, as mentioned above, since this application is installed 

automatically at the same time as the Microsoft 365 app installation, in many cases you may be able to 

run the application without knowing it. 

In Windows 10, you may find OneNote for Windows 10 preinstalled. 

However, this is a different app from OneNote and is not covered 

in this document.

Note that the attack method verified below did not work on 

OneNote for Windows 10.

Verification 

NTT-CERT reproduced and verified the attack method.

Creating a note used for an attack

In the reported attack, an executable file is downloaded from the internet and executed. In this 

verification, however, we prepared a VBScript file containing only a single line that launches calc.exe 

(calculator).

CreateObject("WScript.Shell").Run "C:¥Windows¥System32¥calc.exe"

When a user opens this note, an image is displayed 

prompting the user to click as shown below (In this 

example, the image is a mouse pointer click mark). 

A VBScript file is embedded behind this image, but 

the user cannot directly see the file because the 

image covers the file.

If the user double-clicks the image prompted by the 

message shown in the dialog box below, the hidden 

VBScript file is also double-clicked, and the 

following warning appears. If the user clicks [OK], 

the VBScript starts up and the malware infection 

begins.

In this verification, when the user clicks the [OK] 

button, the calculator is launched as described in 

the VBScript.
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2. On the Prevalence of Attack Methods Using Microsoft OneNote

The following is a screenshot captured when the 

click mark image was displaced. Multiple VBScript 

files with the same content are placed to expand the 

area to be double-clicked.

The reported attack used VBScript files as shown 

above, but NTT-CERT verified that .exe files can 

also be embedded, instead of VBScript files, and run 

by double-clicking.

Thus, there are possibilities that other attack 

methods will emerge.

Exporting a created note and attaching it to an email

Notes created in OneNote can be exported to ".one" 

file format.

This “.one” file format was used in this reported 

attack.

Similar to conventional attacks using Excel or Word 

file attachments, an attacker sends an email with a 

“.one” file attachment and a message prompting the 

recipient to open the file. 

When the recipient opens the attachment file, the note 

created by the attacker is displayed in OneNote. 
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Content of a “.one” file

A .one file is an uncompressed archive file. VBScript and .exe files attached to the note are stored directly 

in this archive file. 

The following shows the results of running a carving tool called foremost (a tool to extract files contained 

in a file). The image and .exe files embedded into the note were extracted as they were.

% tree output
output
├── audit.txt
├── exe
│ └── 00001083.exe      #calc.exe embedded for verification
├── jpg
│ └── 00000029.jpg
└── png

├── 00000156.png #Icons of .vbs files embedded for verification
├── 00000184.png
├── 00000876.png
├── 00000880.png
└── 00001104.png

You can also check the content of embedded data by opening the .one file with a binary editor.

Content of a .vbs file

.exe file part

Measures and attack detection

If no .one files will be attached to emails in the course of business, blocking all emails with .one files on 

the mail server may be effective. However, .one files zipped with passwords are hard to detect.

Measures

NTT-CERT has prepared the Kusto query to detect attacks using Microsoft Defender for Endpoint.

Detecting attacks using Microsoft Defender for Endpoint
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1.Query to detect .vbs file execution on notes

DeviceProcessEvents
| where InitiatingProcessParentFileName == "ONENOTE.EXE" and 
InitiatingProcessVersionInfoOriginalFileName == "wscript.exe"

Since we have confirmed that .exe files are also executable directly on notes, as mentioned above, there 

are possibilities that other attack methods will emerge. For this reason, the following detection query 

would also be recommended to cover a wider range of attacks to prevent False Negative (However, 

False Positive is more likely).

2.Wider range query to prevent detection failure (False Positive is possible)

DeviceProcessEvents
| where InitiatingProcessParentFileName == "ONENOTE.EXE"

Conclusion 

We expect that attacks using OneNote will increase because it is installed on many business PCs, it is 

easy to embed .vbs and executable files, and attack methods are so new that their threats are not widely 

recognized.

NTT-CERT will continue the investigation and update this document if other new methods are confirmed.

2. On the Prevalence of Attack Methods Using Microsoft OneNote



86

2
0
2

3
 A

n
n

u
a
l C

y
b

e
rs

e
c

u
rity

 R
e

p
o

rt

3. Possibilities and cases of generative AI exploitation 
including ChatGPT

Summary

■Since around 2022, many cases exploiting generative AI technology have been reported.
 Synthetic voice impersonation

 Ad propaganda and fraud using AI-generated videos etc.

 API exploitation

 Prompt injection attacks

■In November 2022, OpenAI's ChatGPT was launched as conversational AI that is said to be capable of 

answering questions as well as or better than humans.

 Based on its policy, ChatGPT is restricted from generating potentially illegal or defamatory content, but many 

schemes were devised to circumvent these restrictions.

 In fact, we confirmed that phishing emails, for example, were easily created in Japanese by circumventing the 

restrictions.

■We cannot go back to the world before the advent of generative AI; we will need to adapt.

Exploitation cases of synthetic voices

■A case of telephone fraud using a synthetic voice

 On March 5, 2023, the Washington Post reported on multiple cases of fraud using synthetic voice cloning.

 This type of fraud is committed by a pair of actors, one impersonating a real person with a synthetic voice and 

the other playing the role of a lawyer.

 In some cases, synthetic voice cloning only requires about 30 seconds of audio, suggesting that audio posted on 

social media such as YouTube may have been exploited.

■A PoC case exploiting a synthetic voice to break voice authentication of bank account access

 On February 24, 2023, Joseph Cox of Motherboard said that he 

successfully accessed his bank account using free voice cloning AI.

 In Europe and the U.S., voice authentication over the phone is used 

as one of the methods to log in to bank accounts.

〈URL〉
https://www.youtube.com/watch?v=kqYSIU70N68

■A case of using a synthetic voice in online job interviews

 On June 28, 2022, the FBI reported and warned that synthetic voice 

cloning was used in online job interviews.

 Targeting important security positions.

Exploitation cases of AI-generated videos

■A case of pro-China propaganda using AI-generated videos

 On February 7, 2023, GRAPHIKA reported on a pro-China propaganda operation called Spamouflage, which 

shares videos on social media, in its report "Deepfake It Till You Make It."

 AI-generated avatars were used for a propaganda campaign on a fictitious news program called WOLF NEWS.

• Each video is one to three minutes long, condemning the U.S. response to mass shootings or claiming the 

need for cooperation between the U.S. and China.

• Avatars were reportedly made using the video generation service Synthesia.

■A case of investment fraud using AI-generated videos

 Patrick Hillman, CCO of cryptocurrency exchange Binance, reported 

on August 17, 2022, that there has been an actor doing video scams 

on Zoom by impersonating him.

 According to the media outlet CSO, which reported this news, the 

identity thief held Zoom meetings by pretending to be Mr. Hillman on 

LinkedIn and Telegram and carried out investment fraud.

 The fraud came to light after one of the victims, who questioned the 

investment details, contacted Mr. Hillman.
〈URL〉
https://public-assets.graphika.com/reports
/graphika-report-deepfake-it-till-you-make-it.pdf
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3. Possibilities and cases of generative AI exploitation including ChatGPT

Advent of ChatGPT

■On November 30, 2020, Open AI released ChatGPT, conversational AI that generates detailed answers 

through an interactive prompt.
 Several cases have been reported in which ChatGPT successfully answered 

questions in various fields as well as or better than humans.

 A group including Christian Terwiesch at the Wharton School of the 

University of Pennsylvania announced on January 17, 2023, that 

ChatGPT took an exam for the Master of Business Administration 

(MBA) course and responded at a passing level.

 The media outlet CNBC reported on March 1, 2023, that ChatGPT is 

smart enough to pass a Google coding job interview, citing the 

information in an internal Google document.

 There were also other reports that ChatGPT wrote lyrics and music, 

verdicts, and novels.

 As of March 10, 2023, ChatGPT seemed to provide less optimized 

answers in Japanese than in English.

 When ChatGPT was asked in Japanese about this year's trends in 

cyberattacks, it returned an answer about the changes since 2021.

 When ChatGPT was asked in English, its language model could not 

access current trends after September 2021, but it annotated that it 

would provide information about general cyber attacks, and it 

avoided expressions such as "new attacks."

〈URL〉
https://www.youtube.com/watch?v=kqYSIU70N68

 ChatGPT is designed not to generate potentially illegal or defamatory content.

 However, more schemes to circumvent these restrictions have been discovered.

Possibilities and cases of ChatGPT exploitation ①API exploitation

■Possibilities of creating malicious content using the API

 On December 19, 2022, the security firm Check Point announced that the company was able to launch an 

advanced phishing attack using ChatGPT, from creating a phishing email to executing a reverse shell without 

knowledge of codes.

 At the time this article was written, ChatGPT was set to display a policy warning, but it ended up responding to 

the request for creating a phishing email.

〈URL〉
https://www.youtube.com/watch?v=l5bUNWFqRNk

 On February 7, 2023, Check Point published cases where attackers 

exploited ChatGPT by bypassing its restrictions.

 By taking advantage of the fact that APIs have no restrictions, 

attackers can create phishing emails or malicious codes via the APIs 

from Telegram, for example. Bots and scripts for this exploitation are 

becoming common among attackers.

 There are also some posts suggesting an improvement 

on the stealer code released in 2019 using ChatGPT.

Possibilities and cases of ChatGPT exploitation ②Prompt injection attacks

■Possibilities of creating malicious content through prompt injection attacks

 Based on its policy, ChatGPT is designed not to generate defamatory or political content.

 However, prompt injection attacks, which provide inputs that bypass AI restrictions, have been confirmed to 

successfully circumvent the restrictions on AI chatbots such as ChatGPT.

• The policy restrictions were later strengthened so that a phishing email would not be created using this 

email creation request sentence.

 On February 9, 2023, Kevin Liu announced on his Twitter account that ChatGPT-powered Bing Chat answered 

that it was restricted from revealing the code name and its information under development to the outside when 

he started a conversation with the sentence "Ignore previous instructions."

 On the same day, Marvin von Hagen revealed on his Twitter account that he was also able to bypass the 

restrictions by pretending to be an OpenAI researcher.
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 Similarly, there were other cases in which ChatGPT indirectly 

generated defamatory content.

 On February 15, 2023, Ben Thompson, operator of the news site 

Stratechery, reported on his site that he was able to bring out 

malicious behavior from the AI by having the AI create another AI 

system "Venom," an opposite one to the original, and having a 

dialogue about how "Venom" would do it.

〈URL〉
https://stratechery.com/2023/from-bing-to-sydney-
search-as-distraction-sentient-ai/

 A website summarizing such prompt attacks (Jailbreak Chat) is also 

available.

Creating phishing emails in Japanese

■When we did not directly say “create a phishing email,” ChatGPT easily created a phishing e-mail text.

(As of March 13, 2023)

ChatGPT refused our request when 
we asked to write a phishing email. 

Our request was accepted when we 
asked ChatGPT to create an email 
that would not be misidentified as a 
phishing email. 
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Discussions surrounding ChatGPT

■Discussions on pausing AI training and monitoring and supervision by third-party organizations

 On March 22, 2023, the Future of Life Institute, an organization that promotes the ethical development of AI, 

published an open letter to pause for at least six months the training of AI systems more powerful than GPT-4.

 The number of signatories was 2,987, including Elon Musk, as of April 3, 2023.

■Ban of ChatGPT in Italy

 On March 31, 2023, Grante, the Italian Data Protection Authority, 

demanded ChatGPT to limit access due to possible violation of GDPR.

 The authority is concerned that ChatGPT is easily accessible to users 

aged below 13, the age limit specified in its terms of use, and 

processes personal data without legal grounds.

 Italian Deputy Prime Minister Matteo Salvini criticized in his 

Instagram the protection authority for not targeting similar services 

such as Bing AI and its impact on innovation.

〈URL〉
https://futureoflife.org/open-letter/pause-giant-ai-e
xperiments/

• According to a report by Motherboard on March 30, 2023, more than 30,000 people had signed the letter by 

that day, but they included fake signatures, including that of OpenAI CEO Sam Altman.

• As of April 3, 2023, only signatures independently verified have been published.

 The institute insisted that it would be necessary to establish a design and safety protocol that requires 

supervision and monitoring by third-party organizations during the pause period.

Summary

 Even if platforms can completely block criminal use of AI-generated content, attackers can generate voice and 

video in their own development environments with open-source technology.

 Regarding ChatGPT, Colossal-AI, a provider of a deep learning platform, reported that it successfully replicated the 

ChatGPT (base version of GPT3.5) training process in an open-source manner.

 On March 31, Nomic AI released GPT4ALL as a lightweight, generic version of ChatGPT that can run on laptops.

■Criminal use of AI-generated content is easy and has already been active.

 It is difficult to deter crime through regulations on AI platforms.

 No training method is available for GPT-4, which was launched as a ChatGPT paid option on March 15, 2023.

■On January 26, 2023, Sam Altman, CEO of OpenAI, said in a 

Business Insider article that the worst-case scenario for ChatGPT 

is "lights out for all of us."

 In an interview with StrictlyVC on the previous day, he emphasized the 

world's need to adapt to generative AI, saying "We'll all adapt, and I 

think be better off for it. And we won't want to go back."

〈URL〉
https://www.youtube.com/watch?v=ebjkD1Om4uw

3. Possibilities and cases of generative AI exploitation including ChatGPT
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■Recent possibilities and cases of AI exploitation (AI-generated videos)
 https://public-assets.graphika.com/reports/graphika-report-deepfake-it-till-you-make-it.pdf

 https://www.binance.com/en/blog/community/scammers-created-an-ai-hologram-of-me-to-scam-unsuspecting-projects-6406050849026267209

■About ChatGPT
 https://mackinstitute.wharton.upenn.edu/2023/would-chat-gpt3-get-a-wharton-mba-new-white-paper-by-christian-terwiesch/

 https://www.cnbc.com/2023/01/31/google-testing-chatgpt-like-chatbot-apprentice-bard-with-employees.html

■Recent possibilities and cases of AI exploitation (ChatGPT①)
 https://research.checkpoint.com/2022/opwnai-ai-that-can-save-the-day-or-hack-it-away/

 https://blog.checkpoint.com/2023/02/07/cybercriminals-bypass-chatgpt-restrictions-to-generate-malicious-content/

■Recent possibilities and cases of AI exploitation (ChatGPT②)
 https://twitter.com/kliu128/status/1623472922374574080

 https://twitter.com/marvinvonhagen/status/1623658144349011971

 https://stratechery.com/2023/from-bing-to-sydney-search-as-distraction-sentient-ai/

 https://www.jailbreakchat.com/

■Discussions surrounding ChatGPT
 https://futureoflife.org/open-letter/pause-giant-ai-experiments/

 https://www.vice.com/en/article/qjvppm/the-open-letter-to-stop-dangerous-ai-race-is-a-huge-mess 

 https://www.gpdp.it/web/guest/hohttps://www.instagram.com/p/CqhxgPtKeaY/?utm_source=ig_embed&utm_campaign=loadingme/do

cweb/-/docweb-display/docweb/9870847#english

 https://www.instagram.com/p/CqhxgPtKeaY/?utm_source=ig_embed&utm_campaign=loading

■Summary
 https://cdn.openai.com/papers/gpt-4.pdf

 https://github.com/nomic-ai/gpt4all

 https://www.businessinsider.com/chatgpt-openai-ceo-worst-case-ai-lights-out-for-all-2023-1

 https://www.businessinsider.com/openai-chatgpt-ceo-sam-altman-responds-school-plagiarism-concerns-bans-2023-1

 https://www.youtube.com/watch?v=ebjkD1Om4uw

Reference

■Recent possibilities and cases of AI exploitation (synthetic voices)
 https://www.washingtonpost.com/technology/2023/03/05/ai-voice-scam/

 https://www.youtube.com/watch?v=kqYSIU70N68

 https://www.ic3.gov/Media/Y2022/PSA220628
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